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HepxaBHa perynstopHa ciryx6a Ykpainu
ByJI. ApceHanpHa, 9/11, M. Kuis, 01011

I_HO)IO NOTOJDKECHHA TPOCKTY ITOCTAHOBH

Ha Buxonanns abzauy uerBeproro myHkty 1 IDiany opramizamii migrotoBku
POEKTIB aKTiB, HEOOXimHuX mans 3abesredeHHs peanizamii 3axkoHy VYkpaiHH Bim
05 »xoBtHs 2017 p. Ne 2163-VIII “TIpo ocHoBHI 3acanu 3aGesnedenns Kibepbesmexu
Ykpainu”, cxBajeHoro Ha 3acigaHHi KaGinetry Minictpis Ykpainn Bix 22.11.2017
Ne 66, mono po3poOKu BMMOT i NOPSAKY IIPOBEJEHHS HE3ANEKHOTO AyIHTy
iHpopmaniiiHoi Ge3nexy Ha 06’eKTax KPUTHYHOI iH(MpacTpyKTypH AmMiHicTpariero
Hepxcrenss’s3ky po3pobneHo npoekT mocraHoBu KaGimery MinicTpiB Vkpainu
“IIpo 3aTBepKeHHA BUMOT 10710 IPOBEEHHS HE3ANEKHOTO ayAUTy iHhOpMAIiHOT
besmexn Ha 06’€kTax KpHTHYHOI iHOpacTpykTypu Ta Ilopsmky mpoBeseHHs
HE3aJIOKHOTO  ayquTy iHQopmamiiinoi Gesnekd Ha 06’eKTax  KPUTHYHOL
iHppacTpykTypu” (L[ani TIPOEKT HOCTaHOBH)

IIpocumo B 0’ sATHICHHMIA TEPMIH ONPALOBATH  3a3HAYEHMI MPOEKT Ta
MIOTOJIUTH HOTO B yCTAHOBJIEHOMY MOPSKY.

Honatku: 1. Ilpoext [TocranoBu Ha 8 apkyiax.
2. IloscHioBanbHa 3amucka 1o npoekty [TocTanosu Ha 4 apkymax.
3. AHaJli3 peryaTOpHOro BILIMBY IpoekTy [locTanoBM Ha 8 apKyImax.
4. Komist ONpuIIONHEHOTO MOBIIOMICHHS IIPO ONPUIIOAHEHHS IIPOEKTY
ITocranosu (ckpiHmOT) Ha | apkyumi.

I'onosa Cryxowu QL% JI.O. €Bouenko

Dlepxasra porynarcpra cryxba Ypainu

Ne 10728/0/19-18 sin 31.07.2018
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IIpoekT

KABIHET MIHICTPIB YKPATHU

IMIOCTAHOBA
BiJ 2018 p. Ne

Kuis

IIpo 3aTBepAKeHHS BHMor moa0 npoBexeHHs He32eKHOI0 Ay AUTY
indopmaniinoi Ge3mekH Ha 006’ €KTaX KPUTHYHOI IHPPACTPYKTYPH T2 Hopsaaky
IpOBeJIeHHS He3aJeKHOro ayquTy indopmaniiinoi Gesnexu Ha 06’eKTax
KPUTHYHOT iHPPACTPYKTYpH

BimoBiAHO IO YaCTHHM TPeThoi cTarTi 6 3akoHy Yxpainu “Ilpo ocHOBHI 3acanu
3a0e3reueHHs kibepbesnexu Ykpainu” Kabiner MiHicTpis YKpaiHU HOCTAHOBISE:

1. 3aTBepaUTH TaKi, 0 JONAFOTHCS:

BUMOTH 100 MpOBEIEHHs HE3aIEKHOro aynuTy iHdopManiiiHoi Oesnexu Ha
00’ €xTax KpUTHYIHOI iHOPaCTPyKTYPH;

ITopsifiok TpOBEeNEHHs He3QIeXHOro aymuTy iHpopMmamiiHoi Oesmeks Ha
00’ €exTax KpUTHIHOI IHPPaCTPyKTypH.

2. Anmimictpanii  JlepxaBHOi CIyxOH CHEIIaIBHOTO 3B’S3Ky Ta 3aXHUCTY
iHdopmarii:

VTBODUTH peecTp aymuropiB indopmaniiinoi Gesmexum Ta 3abe3nedyuTd HOTO
(GyHKUIOHYBaHHS;

aHATi3yBaTH BHCHOBKM HE3QJEXXHOro aymuTy iHQpopmamiiinoi Oesmexu Ha
00’ €exTax KpUTHIHOI iHQPaCTPyKTypH.

3. OcHOBHMM Cy0’€KTaM HalliOHAIBHOI CUCTeMH KibepOesrexu:

' 3aIIPOBAJUTH CHUCTEMY HE3AIEKHOIO aymuTy iH(opmariiHoi Gesrexn 06’€KTiB

KPUTHYHOI iH(QPACTPyKTYpH B paMKax CHCTeMH 3abe3edeHH s iHpopMaliiHoi Ge3nex.

4. BracHukaM (po3HOpANHMKAaM) Ta/ab0o KepiBHUKAM OO0 €KTIB KPUTHYHOL
iHdpacTpyKTypH: ,

OpraHi3yBaTd HpPOBEEHHS He3aNeKHOro aymury iHdopmamidHoi Gesmexd Ha
06’€KTax KPUTHYHO]I iH(pPaCTPYKTYPH 3 JaCTOTOIO He PiAlle HiX OJIMH pa3 Ha 1B POKH;

3a pe3yJbTaTaMH IIPOBEAEHOro aynuty iHbopManiiiHoi 6esnexu ynpogosx 30
pobouux JHIB IIOAABaTH [0 Anmiricrpanii JlepXKCIel3B’s3Ky 3BIT ayIMTy
ingopmaniiitoi Oe3mekd Ta IUIAH YHHKHEHHS (3MEHIICHHS, MCepeKIaNaHHs: M
TIPUMHATTS) PU3HKIB.

5.10% mocTaHoBa HaOMpae YMHHOCTI IICHA 3aTBEpIUKEHHS Ieperiky o0 eKTiB

KPUTHIHOI iHPPaCTPyKTYpH.

IIpem’ep-minicTp YKpainu B. TPOIICMAH

&“Q‘D’Q J1.O. EBJOYEHKO




3ATBEPJDKEHO

noctaHoBor Kabinety MinicTpiB Ykpainu
BiJ 2018 p. Ne

BUMOI'
II0/10 POBEAECHHS HE3aJIEKHOI0 ayauTy indopmauniinoi
Oe3nexn Ha 00’ekTaX KPHTHYHOI iHpacTPYKTYpH

1.I1i BuMoru BCTaHOBIIOIOTH OCHOBH IPOBEAEHHS HE3AIEKHOTO ayTUTY
inpopmaniiinoi Ge3nekn Ha 00’€KTax KPUTHYHOI IHQPACTPYKTypH AepiKaBH, KpiM
OaHKIBCHKOI cCTeMH YKpaiHu.

2. TepMiHH, O BXUBAIOTECA y IUX BuMorax, MaroTh Take 3HAYCHHS:

aynurop indopmariiinoi 6e3nexu (mani — ayaurop IB) — disuuna ocoba, axa
miATBepauIa KeamidikaliifHy IpHAaTHICTE JO NPOBAIDKEHHS ayauTy iHdopMaIiiHoi
Oesnekn Ha 00’€KkTax KPUTHYHOI IHOQPACTPYKTypH Ta BHECEHA JO PEECTPY
aynuTopis indopmaniiiHoi 6e3neku Ta aynuTopchkux (GipM B chepi inpopmaniiiHoi
6esnexu. Aymutopom Ib Moxe 6yTu mocamoBa ocofa IEHTPAILHHX OpPraHiB
BUKOHABYOI BIagd abo opraHiB BiCHKOBOTO YIpaBJiHHA, Ha fKY IOKJIaAeHi
(yHKuioHanbHi OGOB’SI3KM 3 TPOBENEHHS HE3AIEKHOTO ayauTy iH(popMariitHol
OesmekM, Ta BHeceHa MO peecTpy ayauropiB indopmamiiiHoi 6Gesmeku Ta
ayaUTOpPChKUX (ipM B cdepi iHbopManiiiHol Ge3neKy;

aymaropcbka ¢ipma B cdepi iHpopMariiiHoi Ge3mexku (mani — ¢ipma IB) —
IOpUAMYHA 0coba, fKa IPOBANUTH HiANBHICTE ayauTy indopMmauiliHoi Ge3lekn Ha
HiZicTaBax Ta B IOPSIKY, o nependaveri umu Bumoramu, TopsakoM mposeaeHHS
He3aJeXHOro  ayauTy iHbopMaliiiHoi Oe3rmekd Ha  006’€KTaX  KPUTHYHOL
iHQpaCTPYKTypH, HalliOHAIPHUMH Ta MDKHApOJHMMHU CTaHAApTaMH  ay[quTy
inopmaniiinoi 6e3nexu, Ta BHECEHA IO PEECTpY ayAUTOpiB iHdopMaliinoi 6e3nexku
Ta ayAUTOPCHhKUX GipM B cdepi iHdopmariiiinoi 6e3nexy;

BiloMOCTi ayauty iHQopmaniiiHoi Gesmexku (manmi — Bimomocti aymury IB) —
3aIMCH Ta iHIIa iHdopMaris, OTpEMaHa IiJ Yac 34iMCHEHHS ayauTy iHpopMauidHOi
Oesnexu Ha 06’ €KTaxX KpUTUIHOI iHPPaCTPYKTypu Ta Moxke GYTH MepeBipeHa;

BPa3/IMBICTh ~ HE3JaTHICTh CHCTEMH IPOTHUCTOSTH pealizalii NeBHOI 3arpo3u
abo CyKymHOCTI 3arpos;

3BIiT ayauTy iHQopManifiHoi 6e3nexn Ha 06’eKTax KPUTUYHOL iHPPACTPYKTYpH
(mami — 3BiT aynury IB) — skicHa Ta/abo KiJbKiCHA OIIHKA CTYNEHs BiAMOBiZHOCTI
BCTAQHOBJICHUM BMMOTAaM HalllOHATBHUX Ta PEKOMEHIALIAM MIXKHAPOJHHUX CTAHAAPTIB
aynuty iHQopMmanifiHoi Oesneku, HamaHa ayautopoMm 1B micis posrmsamy yeix
Bimomocrteit aynuty 1B 3rigHo 3 uijgsiMu ayauty ingopmManiiinoi 6e3nexu;

HE3QICKHMHM ayauT 1HQopMauifiHOi Oe3nexkd Ha 00’€KkTax KPUTHYHOL
iHppactpykTypu (manmi — aymutr IB) — cHcreMaTM3oBaHMHM, He3wISKHUI i
JOKyMEHTOBAaHMI IPOLEC OTPMMAaHHA 00’€KTUBHOI OLIHKU craHy iHdopMmamiiinoi
Oe3nexy Ha 00’ ekTaX KPUTHUHOI iHQPacTpyKTypH Ta BIAIOBIAHOCTI i BCTAHOBICHHM
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BUMOTaM HAIliOHAJIBHUX Ta PEKOMEHIALissM MiKHapONHHX CTaHAAPTIB 3aXHCTy
006’ €exTiB KpUTUYHOI iH(pOpMaIiiHOl iHPpacTPyKTYpH;

peectp indopmamiiinoi Gesmeku Ta aymuropchkux dipMm B cdepi
inbopmaniiinoi 6esmexn (nani — Peectp) — 6a3a MaHHX, M0 MiCTHTB iHPOPMALIIO TIPO
aymuropiB 15 Ta ¢ipmu 1B, siki MaroTh IpaBo mpoBoauTH ayauT Ib Ha 06’ekTax
KPUTHYHOI iHQPaCTPyKTypH;

pu3UK — (QyHKIis iMOBIpHOCTI peani3alii MeBHOI 3arpo3d, BHAY 1 BENUIHHH
3aBJaHUX 30UTKIB;

TeCTyBaHHS HAa [POHHMKHEHHS — METOJ OILIHIOBaHHA 3aXMIUIEHOCTI
iHpopManilfHOi CHCTEMH YM Mepexi LIIIXOM YaCTKOBOTO MOJENIOBAHHS Aiif
30BHIIIHIX 3JIOBMHUCHMKIB 3 IPOHHKHEHHS y Hel i BHYTpIIIHIX 3JI0BMHUCHMKIB 3
OTpPMMAHHS HECAHKI[IOHOBAHOTO HOCTYNly O iHQopMarii; Take TeCTyBaHHS
BHKOHYEThCS 3 IIO3ULII IMOTEHUIHOro IOPYNIHMKA i MOX€ MICTHTH aKTHUBHE
BHKOPHUCTAHHS BPa3JIMBOCTEH.

[HOIi TepMiHM BXKHBAIOTHCS Yy 3HA4YEHHI, HaBEJSHOMy B 3aKOHax YKpalHH
“IIpo ocHOBHI 3acamu 3abesneuenns KiGepbGesmeku Ykpainu”, “IIpo indpopmawuito”,
“IIpo 3axucT iHhopmauii B iHpopMarliiiHO-TeNeKOMyHiKallifHMX —CcUCTeMax”,
“IIpo my6miuHi 3aKymiBmi”.

3. Aynutr Ib npoBoAHMThCA 3riJHO 3 HOPMAaMHd YHHHOIO 3aKOHOJABCTBA
VxpaiHu, HaiOHAIBHUX CTAHAAPTIB Ta 3 YpaxyBaHHAM PEKOMEHIALH MIKHAPOIHUX
craHaapTiB ayauty Ib.

4. ®ipma IB walysae mpaBa Ha IpoBalkeHHs ayauty Ib 3a ymoBH
BigmoBigHocTi 1M Bumoram Tta Ilopsnky NpoBEeIEHHSA HE3aJE€XHOrO aynuTy
inpopMarniiinoi Ge3mexu Ha 06’ €KTaX KPUTHIHOI iH(PaCTPyKTypH.

5. 3arampHHAH po3Mip YacTKH 3acHOBHHKIB (ydacHukiB) ¢ipmu Ib, sxi He €
aymuropamu IB Ta/a6o pipmamu Ib, y cTaTyTHOMY Kamitaii He MOXe IIePeBUIyBaTH
30 BiICOTKIB.

6. [TocamoBoro 0co60I0, KA BiANOBIAHO J0 YCTAaHOBUUX HOKYMEHTIB 3[iHCHIOE
kepiBHULTBO (ipmoro Ib, moxxe OyTu muue aynutop Ib.

7. Tlposenenns aymuty Ib € 060B’S3KOBUM I O0’€KTiB KPUTHYHOI
iHppacTpyKTypH.

8. Opramisanis mpoBemeHHs aynuty 1B mokianaeTbcs Ha BIACHHKIB Ta/abo
KepiBHHKIB 00’ €KTiB KpUTHYHOI 1HOPACTPYKTYpH.

9. IIpopoauty ayaut 1B MaroTh paBo BUKIOUHO ayautopH Ib (dipmu IB).

10. IIpu opranizanii Ta mnpoBeAeHHi ayauTy Ib BpaxoByIOTbCS BHMOIH
3aKOHOJABCTBA YKpPaiHy B CPepi OXOPOHH JIep>KaBHOI TAEMHHIL.

11. Tlopspok  CTBOpeHHS Ta  BeleHHd  Peectpy  BCTaHOBIIIOETHCA
AnmMinicrpaitiero Jepxcnenss’ a3Ky.

12.Tlin, wac aynury Ib 00O0B’S3KOBO TIPOBOAMTHECS TECTYBaHHA Ha
IPOHHMKHEHHs 3 BUKOPUCTAHHAM alapaTHO-POrPaMHKX 3ac00iB MONIYKY Ta aHami3y
Bpa3NIUBOCTEMN.

13.Y Bumagkax asapii, HaJ3BHYaWHUX CHUTyalld, MacoBUX CKapr
AnMinictpamis J{epKCIeln3s’si3Ky Mae [paBo 3aMOBUTH BIIACHUKY Ta/ab0 KepiBHHKY
06’€exTa KpUTHYHOI iH(pacTpyKTypH mo3amiaHoBuil ayautT Ib 3a paxyHOK KOIITiB
BIIACHUKA Ta/a60 KepiBHMKa 00’ €KTa KPUTHYHOI IHOPACTPYKTYPH.
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14. Aynurop Ib (dpipma IB) He Mae npasa mposoguTH ayaur 16 oxHOro i Toro
caMoro 06’€KTa KpUTHYHOI IHPPacTpyKTypH Olibllie HiXK pa3 HA ABa POKH.

15. Aynurop Ib nna npoBemenHs ayauty 1B Moxe 3aaydaTH  iHIIHX
aynutopis Ib 3a MOro/keHHAM i3 BIACHUKOM (PO3HOPSIIHUKOM) Ta/a60 KepiBHUKOM
06’exta KpuTH4HOI iHppacTpykTypu. ['pyna aynuropis Ib mosunHa GopMyBaTHCS 3
YPaxyBaHHSAM KOMIIETEHTHOCTeH, HEOOXifHUX JUI1 JOCATHEHHS LiIeH y Mexax
KOHKpeTHOro ayauty Ib.

Jist BU3HAYeHHs KiIBKOCTI Ta CKJIaJy rpynd aymauTopis IB mis KOHKpeTHOTo
aynuty Ib HeoOXi/iHO BpaxoBYyBaTH:

1) 3aranpHy KOMIETEHTHICT Ipynu aynutopis Ib, HeoOXifHY IS JOCATHEHHS
nineit y Mexax ayjurty Ib;

2) obpani metoau ayauty Ib;

3) MOXUIUBICTE aynuTOpiB IB epeKTHBHO B3aEMONIATH 3 IIpaliBHHKAMH
06’€KTa KpUTHYHOI iIHPPaCTPyKTypH Ta Mix co6oIo.

16. 3BiT ayauTy Ib NoBMHEH MIiCTHTH NOBHI, TOYHi, 4iTKO cOPMYILOBaHi Ta
3pO3yMiJli 3ammucy moao ayaury Ib, a Takox:

1) mini, Mexxi Ta MeTomu npoBeneHHs ayauTy 15;

2) inenudikanito ayauropa Ib (wrienis rpymu aymuropis Ib a6o ¢ipmu IB) Ta
IPaLiBHUKIB 00’ €KTa KpUTHIHOI iHpacTpyKTypH, siki 6panu ydacTs B ayquTi IB;

3) natu Ta Micls poBelieHHs ayauTa Ib;

4) nnaH ta rpadik aymuty IB;

5) Bimomocri aynuty IB;

6) IUIaH yHUKHEHHS (3MEHIIeHHS, IepekIafaH s Y IPUHHATTS) PU3HKIB.

17. Peectp Moxe OyTH BHKOPHCTaHO [UIsSi OpraHizamii IIpoBeJeHHS
CJICKTPOHHMX TOPTiB 3 BUOOPY BHKOHABIIIB ayauty IB.



3ATBEPJDKEHO
nocranoBoro KaGinery MinicTpiB Ykpainu
BiJ 2018 p. Ne

MNOPAAOK
NpOBEAEHHS He3aJIeXKHOro ayauTy ingopmauiiHoi Oe3nexn
Ha 00’€KTax KpUTHYHOI iHppacTpyKTYpH

1.10eit Ilopsamox Bu3HAuae MpoLENypy OpraHizamii Ta 3AiHCHEHHS
He3aJIeKHOro  aylaury iHpopmamiiiHoi Oesnexku Ha 00’€KTaX  KPUTHYHOL
iHdpacTpyKTypHu KpiM GaHKIBCBKOI CHCTEMH YKpaiHH.

2.V upomy Ilopsaaky mix TepmiHoM “KpHTHYHI Oi3Hec/omepaliiiHi mporech”
clifm po3yMiTH TpouecH opradizanmii (YHKIIOHYBaHHS OO’€KTiIB KPHTHYHOL
iHQpacTpyKTypH, peatizaliis 3arpo3 Ha SKi NPU3BOAUTH 1O HAHOUIBIIMX BIPaT Camoro
06’€KTa KPUTUYHOI iHQPACTPYKTYpH, HaBKOJUIIHLOTO CEpENOBMILA, CYCIILILCTBA,
IepKaBu; A opraHizamii  (YHKIIOHYBaHHS  IBOTO  IIPOIECY  MOXYTh
BHKOPHCTOBYBATHCS IEKiIbKa iHQOpMAIifHHX CHCTEM.

IHmi TepMiHM B)XHBAIOTBCS y 3HAUCHHI, HaBeleHOMY B 3aKOHaX YKpaiHu
“IIpo ocHOBHI 3acamu 3abesmedeHHs KiGepbesnexu Ykpainn”, “Ilpo indopmario”,
“ITpo 3axuct iHdopmanii B iHdopManiiiHO-TeNeKOMyHIKaIMHMX CHCTEMax”,
“IIpo myGuiuni 3akymiBimi” Ta BuMmorax mofo NpoBeleHHs HE3ANEXHOrO AyIauTy
indopmariiitnoi 6e3rexy Ha 06’ eKTaX KPUTUYIHOI IHPPaCTPyKTypH.

3. MeTor0 MpoBeIeHHs HEe3aIeKHOTro ayauTy iHdopMauiiiHoi 6esnexn (mam —
IB) Ha 06’ €KTaxX KPUTHIHOI iHPPACTPYKTYpH € OTPUMaHHA 00’ €KTHBHOI OLlIHKH CTaHy
inpopmaniiinoi  Gesmeku (abo  kibepOesmekn) Ha  00’€KTax  KPUTHYHOL
inppacTpyKTypr (CTaH 3aXWIIeHOCTi) Ta Ii BiANOBIJHOCTI BCTAHOBJIECHUM BHMOTaM
HaIlOHATHLHUX T4 PEKOMEH/IAIIAM MiXKHAPOIHUX CTaHAapTiB iHGopManiiiHoi 6e3nekn
(abo kibep3axucTy) 06’ €KTiB KPHTHYHOI IHQPACTPYKTYpH i HafaHHA peKOMEHIallil
1010 TX YHUKHEHHS (3MEHIIEeHHs, NepeKIIaJaHHs Yl IPUHHATTS).

4. TIposenenns HesanexHoro aynuty Ib (nani — ayaut Ib) 6asyerbes Ha Takux
TIPUHITUIAX:

1) nesanexuicts aymuropis Ib. Aynuropu Ib (dipmu Ib) Hesanexni B CBOii
IismpHOCTI Ta He MaroTh KOH(DIIKTY iHTepeciB. HesanexHicTh € OCHOBOIO I
HeynepeKeHOCTi mpu npoBefeHHi ayauTy Ib Ta 06’ekTHBHOCTI mpH (GopMyBaHHI
BHCHOBKIB ayuTy Ib;

2) nosHota aymuty 1b. O6csar aymury Ib moBuHeH OyTH JOCTaTHIM JUId
dopMmyBanus 00 ’€KTHBHHX BHCHOBKIB MIOJi0 cTaHy iHbopmamiiHOoi Oe3mexu Ha
00’€KTax KpUTUYHOI iHQpacTpykTypr (CTaH 3axMINeHOCTi) Ta II BiJNOBIAHOCTI
BCTAHOBJIEHMM HALOHAIBHUM Ta MDKHApOJHHM CTaHxapTaM iHpopMamiiiHoi
Oe3IeKH IUX 00’ €KTIB;

3) OfHO3HAYHICTh BUCHOBKIB. BucHoBKM aynuTy Ib IHOBHHHI OJHO3HAYHO
KBaiQiKyBaTH CTyIIEHI PU3UKY;
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4) ernuH”icTs moBeHiHky. ETuunicTs moBeminku ayauropa Ib (nmpencTaBHUKIB
dipmu IB) 6a3yeThes Ha BiINOBIAATBHOCTI, HEMIAKYITHOCTI, HEYTIEPEIKEHOCTI;

5) koudinentiituicts. Aymutop Ib (dpipma IB) Hece BimmoOBiHaNBHICTH 3a
posroJomeHHs iHgopMallii oTpuManoi mij yac ayaury 1b.

5.OcHOBHI eramM TIpoBeldeHHA aynuTy Ib Ha o00’e€kTax KpUTHYIHOL
iHQpacTpyKTypH:

1) opranizauis npoBeaeHHs ayauTy IBb;

2) momnepenHii aHaJi3 JOKYMEHTIB;

3) miaroroBka iany aynuty 1b;

4) 36ip BimomocTeit aynuty Ib;

5) anai3 310paHuX TaHUX;

6) miaroToBKa 3BITY 3a pe3ysbTaTaMu ayauTty 1b;

7) po3pobKa Ta 3aTBepIKeHHS IUIaHy YHUKHEHHS (3MEHIIEeHH:, IepeKIaJaHHs YU
NPUIHATTS) PU3KKIB.

6. Ha niepiioMy eTarti BIaCHHKOM (PO3MOPSITHUKOM) Ta/abo KepiBHHKOM 00’€KTa
KpUTHYIHOI iH(pacTpyKTypu iHilitoeTbcs 3ycTpid 3 aymuropamu 1B, Ha kit
CKJIQ[Ia€ThCsl JIOTOBIp 3 mpoBeneHHs aymuty Ib (mam — [oroBip) Ta y3romxyroTses
IIUTaHHS HI0J0:

1) mineii, Mexx Ta MeTOIB IpoBeAcHHS ayauTy 1b;

2) oTpUMaHHS JOCTYITy A0 MOKYMEHTIB, HEOOX1AHUX UL IUIaHyBaHHA ayuTy Ib;

3) mopsAaKy mocTymy o iHGopmarii 3 0OMeKEHHM OCTYIIOM, BCTaHOBJICHOTO
BIIACHUKOM (PO3IOPSTHUKOM) Ta/ab0 KepiBHUKOM 00’ €KTa KPUTHYHOI IHPpacTpyKTYpH;

4) mArOTOBKH A0 MPOBEJIeHHA ayauTy 1b, BCTaHOBIIEHHS CTPOKIB;

5) HeOOXiHOCTI 'y  CYNpPOBOIPKEHHI YIOBHOB&)XXEHMMH IPEICTaBHUKAMH
BIIaCHMKa Ta/ab0 KepiBHHKa 06’ €KTa KpUTHYHOI iH(ppacTpykTypu aymuropa Ib mix vac
npoBeeHHs ayaury Ib.

7. Aynurop Ib (pipma IB) ckianae mnan nposenenns ayauty Ib (nani — ITnan) Ha
OCHOBI aHaji3y OTPHMMAaHHUX JOKYMEHTIB Ta pe3yJbTariB monepenHix aymuTiB Ib
(3a HAIBHOCTI).

8. IIpu cxnanansi I nany aynurop Ib (dipma IB):

1) BU3HA4Ya€ HOPMATUBHI BUMOTH (TIOJIITUKH, CTaHAAPTH, KEpiBHI IPUHLMUNU Ta
IpOLEAYpH), 3a SKUMH M0OYyHOBaHO 3axMCT 00’€KTa KpUTHUYHOI iH(opmamiiHOl
IH(PaCTPYKTypH;

2) meTanizye Mexi Ta it ayaurty 1b;

3) BUKOHY€E aHaJIi3 PH3HKIB;

4) po3po0iisie MOKPOKOBY MPOLEAYpY MpoBeaeHHs ayauTy Ib;

5) Bu3Hauae HeoOXinHI pecypeu s ayauty Ib.

9.TInad MOTOIXyeThCS 3 BIACHUKOM (PO3MOPSIHHUKOM) Ta/abo KEepiBHHKOM
00’€KTa KpUTUYHOI 1HGPaCTPyKTypH.

10. i orpumanss Binomocreit ayauty 1b aynurop Ib (bipma Ib):

1) mpoBOAUTE iHTEPB 10 (aHKETYBaHH:) Ta CIOCTEPEIKEHH 32 JIISIMH IIEPCOHATY;

2) BUKOPHCTOBYE 3arajlbHe 4YH CIelliali3oBaHe ay[UTOpPChKe IIpOrpaMHe
3abe3nedyeHHs s aHai3y BMICTy (ainiB Ta (aililiB HajalITyBaHb MPOrPaMHOIO i
IIPOrpaMHO-aIapaTHOro 3a0e3eueHHs;
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3) meperisazae Ta aHali3ye napaMeTpH aBTOMAaTH30BAHMX CUCTEM Oe3nocepeIHbO
T 4ac 3ycTpiveli i3 BiAIOBITaIbHUMH CTiBPOOITHUKaMH; |

4) BUKOPHCTOBYE TIONEpeNHi ayIHTOPCHKi 3BiTH Ta aHaI3ye CHUCTEMHI
KYpHAIIA, JKypHATH peecTpalii IOAii Ta JIOTW TPOTPaMHOr0 i MpPOTPaMHO-
amapaTHOTro 3a0e3NeYeHHs;

5) aHamisye TEeXHi4Hy [OKYMCHTAalll0 Ta JOKYMEHTAall0 KOPHCTYyBa4a,
pexoMeH ALl mocTayanbHAKA KOMIOHEHTIB aBTOMATH30BaHUX CHCTEM;

6) aHami3ye HATAIITYBAaHHA KOMIIOHEHTIB aBTOMAaTH30BaHHX CHCTEM,;

7) aHainizye oprasizaiiifHy CTpyKTypy aBTOMaTH30BaHUX CHCTEM;

8) ysaranpHioe oTpuMaHi (axTHuHi AaHi Ipo CTaH Kibep3aXWcTy Ha 00’ exTi
KPUTHYHOI iHPacTPYKTypH Ta nepesipsie iX BiOBiMHICTE BEMOTaM HAL{OHATBHHX Ta
PEKOMEHIAIISIM MI>KHAPOJHHX CTaHAapTis ayauty Ib

11. Bignosinso mo BcraHoBieHux JlorosopoM crpokis aymurop Ib (dipma Ib)
Hajae BIACHHKY (pO3NOpsnHMKYy) Ta/abo  KepiBHHKY 00’€KTa  KPHTHHYHOI
indpactpykrypu 3BiT aynuty Ib Ta pekoMenpanmii Ui CKIGNaHHS IUIAHY YHHKHEHHA
(3MeHIeHHs, IepeKIaIaHHs 91 IPUHHATTS) PU3HKIB.

12. Aymuropu IB (gipmu IB) nix dac mposeneHHs aynuty Ib 30608’ 3aHi:

1) morpuMyBaticst BUMOr Iporo Ilopsnxy Ta iHIIMX HOPMaTHBHO-TIPABOBHX
aKTiB, HALIOHAILHUX Ta MKHAPOAHUX CTaHAAPTIB ayauty Ib;

2) NOBiJOMJIATH BJACHUKIB (pO3NOPSAHMKIB) Ta/abo KepiBHMKIB 06’eKTa
KPUTHYHOT iH(PACTPyKTypH, YIOBHOBXEGHHX HMMM OCi0 Ipo BHSBIEHi MiX 4ac
TIPOBE/IEHHS ayAuTy 1B Bpa3iMBOCTI aBTOMAaTU30BAaHMX CHCTEM Ta/ab0 KPUTHYHHX
6izHec/onepariiiHiX MPOLECIB;

3) gajmaBaTH  KOHCYJbTalii Moo oOpoOkuM  (YHUKHEHHs, 3MCHIIEHHS,
TepeKiIaaHHs Y4 IPUHHATTSA) PH3HKIB;

4) He PO3TOJIONIYBATH Ta He BUKOPHUCTOBYBATH B CBOIX iHTepecax abo iHTepecax
TpeTix 0ci6 inpopmalito, OTpIMaHy NpH npoBeneHH] ayaury Ib;

5) BimOBiNaTH Mepe BIACHUKOM (PO3NOPSIHIKOM) Ta/abo KepiBHHKOM 00’€KTa
KPHUTHYHOI iHQPacTpyKTypd 3a INOpylleHHs yMOB J[loroBopy Ta 3aKOHOJABCTBA
VYxpaiHu;

6) BiNmoOBiZaTH 3a HE3aKOHHE pO3rOJOIIEHHs iH(OpMallii, OTPUMAHOI IpH
nposeneHH1 ayauty Ib.

13. Ilpasa aymuropis Ib (pipm Ib):

1) camocTiiiHO BU3HAYaTH HPOLEAYPH i METOAMKH mpoBeieHHs aymury Ib,
KOPHCTYIOUMCh HOPMaMH YHMHHOTO 3aKOHOZIaBCTBA VYKpaiHW, HAUiOHAIBHUX Ta
Mi>KHAPOAHUX cTaHmapTiB aynury Ib, BixnosingHo 10 ymoB Jlorosopy;

2) OTpMMyBaTH HeOOXilHi MOSCHEHHs Bin BiacHuKa Ta/abo KepiBHMKA Ta
IIpaliBHUKIB 06’€KTIB KPUTHYHOI iH(GPACTPYKTypH, IO MEpeBipsAIOTHCA, B YCHIH UK
IIMCEMOBI# hopMt.

14. Bnacuuk  (po3mopsiHHK)  Ta/ab0  KepiBHUK  00’€KTa  KPHTHYHOL
iHQpacTpyKTypd Hece Bi[NOBIJaNbHICT> 32 HEBUKOHAHHS IUIAHY YHHKHEHHA
(3MeHIIeHHs, TIEpeKIIaaHHs UM IPHHHATTS) PH3UKIB.

15.3a HeHalle)XHe BUKOHAHHS cBOiX 000B’si3kiB aymutop Ib (¢ipma Ib) mece
MafiHOBY Ta iHOIy BiNOBINANBHICT BIANOBIIHO 10 JloroBopy Ta 3aKOHOJABCTBA
Vxkpainu.
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16. Yci cmopu CTOCOBHO HeBUKOHAHHA yMoB JloroBopy, a TakKoX CIIOpH
MaifHOBOTO XapakTepy Mix ayauropoM Ib (dipmoto IB) Ta BnachukoM Ta/abo
KEpiBHUKOM 00 €KTa KPUTHYHOI iH(pPacTpyKTypH BHPILIYIOTHCS B YCTaHOBICHOMY
3aKOHOM IOPSIKY.

17. Hpu AnminicTpartii Jepcrenss’ 3Ky CTBOPIOEThCS AISTALIHHME KOMITeT i3
TIPEJICTABHUKIB TPOMAJCHKOCTI Ta OCHOBHHX Cy0’€KTiB HALIOHAIBHOI CHCTEMH
KibepOesmekn VYKpaiHuW Mis pO3MLILY CKapr IIofo pofepxanHs aynuropamu Ib
(bipmamu IB) mpodeciiitoi eTHKY Ta HOPM YHHHOTO 3aKOHOJABCTBA Y KPAlHH.

18. TosoxeHHs mpo AMNeNAuiiiHuii KOMITeT 3aTBEpKYEThCsA AJMIHICTpaLi€io
JlepKCIel3B’ 3Ky .

19.3a HeHaJe)XHe BHKOHAHHA npodeciiinux o000B™sBKIB Jo ayauropa Ib

(bipmu IB) AnensauifHIM KOMITETOM 3aCTOCOBYETECS IOINEPEDKEHHS, a 33 IOBTOPHE
HIOpYILeHHS — BUKIIOYEHHA 3 PeecTpy.

20. Pimennss AmnensmiffHoro KomiTeTy Iiomo 3actocyBaHHS 1o ayauropis Ib
(¢ipm IB) cTarHeHP MOXYTh OyTH OCKapKeHI B YCTAHOBJICHOMY 3aKOHOIABCTBOM
TIOPSIKY.



MMOSCHIOBAJIBHA 3AIINCKA
1o mpoekTy nocranosu Kabinety MinicTpiB YKpalHu
“IIpo 3aTBepIKeHH BUMOT 1010 IIPOBEACHHS HE3AJIEXHOTO ayIUuTy
iHbopMamiitHoi Ge3nexn Ha 06’ €KTax KPUTHYHOI iHppacTpyKTypu Ta Ilopanky
IIPOBE/IEHHS HE3AIEKHOT0 ayUTy iHpOpMaliiiHoi OGe3neKn Ha 06’ eKTax
KpUTHYHOI iHPpacTPyKTypH™

Mera: BHU3HAYEHHS OCHOBHHX BHMOI Ta MeXaHI3My BIPOBAJKCHHS
HEe3QIEKHOTO aymuTy iHdopMmamiiHoi Oesmeku Ha 00’eKTax KPUTHUHOL

iHppacCTpyKTypH.
1. IlincraBa po3po0JieHHS MPOEKTY aKTa

[Ipoext mnocranoBu Kabinery MinictpiB Vikpainu “IIpo 3aTBepIKeHH:
BuMOr IMOO IPOBENEHHs HE3AIEKHOro ayauTy iHdopmamiiHoi Gesneku Ha
06’eKTax KpHTHYHOI iH(QpacTpykTypu Ta Ilopsaky MpOBEJCHHS HE3AIEKHOTO
aymuty iHbopMarriiinoi Gesrexy Ha 00’€KTaX KPUTHYHOI iHPPACTPYKTYpH” (mamt —
IIPOEKT NOCTAHOBH) PO3POGIIEHO Ha BUKOHAHHS YaCTHHH TPETBOI CTATTi 6 3aKOHY
Vkpainu “IIpo OCHOBHI 3acaju 3abe3nedyeHHs KibepOesmexku YkpaiHu INOIO
BIIPOBAKCHHS CHCTEMHU HE3AIEXKHOTO ayluTy iHpopMauiiHoi Ge3meku Ta abzary
yeTBepToro myHkTy 1 Ilmany oprasizariii mIrOTOBKH NPOEKTIB aKTiB, HeoOXiTHIX
s 3abesnedeHHs peaiizanii  3akoHy Ykpaigm “TIpo ocHoBHI 3acamu
3a6e3meyenns KibepOesmexu YkpaiHu”, cxBaleHoro Ha 3acimanni Kabinery
MinicTpiB Vkpainu 22 mucronaga 2017 poxy (mpotokoi Ne 66).

2. O0OrpyHTyBaHHSI HeOOXiIHOCTI NPHIAHATTS AKTA

Crpareriero kiGepGesrneks YkpaiHu, 3aTBepikeHoro YkazoMm Ilpesmnenra
Vxpaigu Big 15.03.2016 Ne 96, Bu3HAYE€HO OCHOBHI 3arpo3H Kibepbesmerl,
30KkpeMa JUIi 00’€KTiB KPHTUYHOI iH(PacTpyKTypH, IULIXH OpOTHJil HHUM Ta
3a3HAYEHO, W0 CcydacHi iH(opManifHO-KOMyHIKalilHi TeXHOJOrl MOXYTh
BHKOPUCTOBYBATHCS IJIsl 3/ iCHEHHS TePOPUCTHYHAX AKTiB.

Anaii3 KiGep3arpo3 CBifuuTh, 1o KiGepaTaky Ha KOMyHiKallifiHi CHCTeMH Ta
CHCTEMH YIpaBIiHHA TEXHONOrIYHHMH HponecamMu OG'€KTIB  KPUTHYHOL
iH(pPacTPYKTYpH JepXKaBH TaKHX raiyseif, K eHepreTHKa, XiMi1Ha IIPOMHCIIOBICTb
Ta iHII MOXe IPH3BECTH J0 BHHWKHEHHS HaI3BUYAMHUX CHTyalliil TeXHOI€HHOTO
XapakTepy Ta/abo HEraTHBHOTO BIUIMBY Ha CTaH €KOJIOTIYHOI Oe3NeKH NepiKaBH.

3 ypaxyBaHHAM TIOTpe6 HaLiOHanbHOI Gesmeku 1  HeoOXiAHOCT
3alpOBA[KEHHA CHCTEMHOrO IIAXOAy [0 pPO3B’s3aHHd Mpobmemu  Ha
3arafbHONEPKABHOMY  DiBHI  CTBODEHHS ~ CHCTEMM  3aXHCTy  KPHTHYHOI
iHpPacTpyKTypu € OXHMM i3 MpiopHTeTiB y pepopMyBaHHiI CEKTOPY o6opoHH 1
Oesneku YKpalHH.

Bonuouac HabyTTs umHHOCTI 3akoHoM Ykpainm “IIpo ocHOBHI 3acamu
3a6esmevueHHs Kibepbesmekn VYkpaluun” BusHauae, mo g0 Ilepemiky 06’exTiB
KPHTHYHOT iHQPacTPyKTYpH MOXYTh OyTH BillHECeH] IANPHEMCTBA, YCTAHOBH Ta
opraHizamii He3anexHO Bii (OpMH BIACHOCTI AKi TIpOBaiTh MAiSNBHICTH Ta
HAJAFOTH TOCIYTH B TANY3SX €HEPreTHKH, XiMiuHOI IPOMUCIIOBOCTI, TPAHCIOPTY,
iHbopMariifHO-KOMYHIKaIliHHUX ~TEXHOJIOTIH, eNeKTPOHHUX KOMYHiKalif, y



OaHKiBCEKOMY Ta (IHAaHCOBOMY CEKTOpax; HaJalOTh IMOCIYrH Yy cdepax
KHUTTE3a0E3MEUCHHs] HacCelIeHHs, 30Kpema Yy cdepax IEeHTPali30BaHOTO
BOJIOIIOCTAYaHHS, BOJOBIABE/ICHHS, IIOCTAYaHHsS eNeKTPUYHOI eHeprii i rasy,
BUpPOOHMIITBA IMPOAYKTIB Xap4yyBaHHSA, CUIBCBKOIO TOCIIONApCTBa, OXOPOHH
3[I0OPOB’S; € KOMYHaJIbHUMH, aBapiiHUMU Ta PATYBAIBHUMHE CIIy)x0amu, ciyxb6amu
eKCTPEHO1 JOIIOMOTH HacelleHHIO; BKJIIOUEH] 0 TepetiKy HMiANPHUEMCTB, IO MAIOTh
CTpaTeriyHe 3HA4YeHHS [ EKOHOMIKM 1 Oesneku JdepxaBd; € 00’€KTaMH
MIOTEHIIIITHO HeOe3NeUHnX TeXHOJOTIH 1 BUPOOHULITB.

Ha croroani, pe3ynpTaToM KiGeparak €, sSIK IpaBWIO, 3Ha4HI (PiHAHCOBO-
eKOHOMi4HI 30uTKu abo HemependadyBaHI HACHiJKH NOPYIIEHb (YHKIIOHYBaHHS
00’€KTiB KpUTHUYHOI 1HMpacTpyKTypH, siKi Oe3mocepeqHbO BIUIMBAIOTh Ha CTaH
HalioHaNbHOI Oe3nekd i oOopoHH. Y 3B’SI3Ky 3 UM, 3 ypaxyBaHHSIM MOTped
HAIliOHAJIbHOI Oe3rneku i HeoOXiMHOCTI CHCTEMHOI0 HiAXOAy O PpO3B’S3aHHS
npo0ieMd Ha 3arajbHOJEpXKaBHOMY piBHI OTpPHMaHHS BIiJOMOCTEH MIOAO
peambHOTO  CcTaHy iHGopMaliinoi Oesmeku Ha  00’€kTaX  KPUTUYHOL
iHppacTpyKTypHu € OTHHUM i3 MpPIOPUTETIB Y pedOopMyBaHHI CEKTOPY OOOPOHH i
Oe3nexu Ykpainu.

HeoOxifHICTh NPUUHATTS TPOEKTY IIOCTAHOBHM 3YMOBJIEHA BIJICYTHICTIO
BiToMocTe#l mono peaypHOro ctaHy iHGopMaliiiHoi Oe3nmekun Ha 00’ekTax
KPUTHYHOT iHGPACTPYKTYPH Ta, K HACTIJOK, YHEMOXKIIMBIIIOE CUCTEMHHUH MiIXif
OO PO3B’sA3aHHS  TPOOJIEMH  3aXHCTy KPUTHYHOI  iHQPACTPyKTypH Ha
3araJlbHOJIeP>XaBHOMY PiBHi.

ITpobnemu 3abesmedeHHs Halle)kKHOTO piBHA iH(opMmaniiiHoi Oesmeku Ha
00’€KTax KPUTUYHOI 1HPPACTPYKTYpH HE MOXKYTh OYTH pO3B’si3aHi 6e3 icCHyBaHHS
CHCTEMATH30BAaHOTO IJAXOMy OO aHallizy CcTaHy 3axucTy iHdopmamii, sKuit
OaszyBaBcs OM Ha peaJlbHUX ITOKa3HHUKax, OTPUMAHUX I 4ac IPOBEIAEHHS
He3aJIe)XKHOro ayauTy iHdopManiiHoi 6e3rneku.

3. CyTb npoeKTy aKTa

IIpoexToM TOCTaHOBH TIPOIOHYEThCA 3aTBEpAUTH BuMmorm mono
IPOBEACHHS HE3aJeXKHOro ayauTy iHQopMariiinoi 6esnmek Ha 00’e€krax
KpuTHYHOI iHGpacTpykTypu Ta Ilopsnok mHpoBeneHHS HE3ANEXKHOTO ayauTy
iHdopmManiiiHoi 6e3neku Ha 00’ ekTaX KPUTUYHOI iHPPacTpyKTypH.

4. IIpaBoBi acnekTH

VY it cdepi mpaBOBOro peryirOBaHHsS AIFOTH TaKi OCHOBHI HOPMAaTHUBHO-
IPaBOBI aKTH:

3akon VYkpainum “IIpo ocHOBHI 3acajgu 3a0e3nedueHHs KibGepOesneku
VYxpainn”;

3akon Ykpainu “Ilpo JlepxaBHy cimyx0y clienianbHOro 3B’ SI3Ky Ta 3aXHCTY
iHbopMmarii Ykpainu”;

Vka3 Ilpesunentra Ykpaiau “Ilpo pimenns Papu HanioHanbHOI Oe3nekd i
oGoponu Yxpainu Bif 27.01.2016 “ITpo Crpareriro kibepbe3neku Ykpainu”,



“ITonoxeHHs mnpo ApmiHicTpamito JlepxaBHOl CIOyXO0H CHEI[iaJIbHOTO
3B’A3Ky Ta 3axUCTy iHpopmanii Ykpainu”, 3aTBepmkeHe nmocraHoBoio KMY Bix
03.09.2014 Ne 411.

5. ®iHaHCOBO-eKOHOMiYHE OOIPYHTYBAHHSA

OuiHUTH BUTpAaTH 3 [EPXKABHOTO OIODKETY HA peali3alliio NPOeKTy
[TocranoBu OyZe MOKJIHBO TMiCIA BH3HAYEHHS IEepelIiKy 00’€KTIiB KPHTHYHOL

iHbpacTpyKTypH.
6. Ilporuo3 BnjinBy

OWiHUTH BINIUB MPOEKTy I[IOCTAHOBH 32 MPEAMETOM IPABOBOTO
peryioBaHHs Ha 3a0e3redeHHs MpaB Ta 1HTEPeCiB CyO’€KTiB rOCHOAapIOBaHHS 1
nepxaBd Oyne MOXIHMBO TICNs BH3HAYEHHsI MEpeliky O00’€KTiB KpUTHIHOL
iHGPACTPYKTYpPH.

[TpoeKT MOCTaHOBH 3a MPEeIMETOM IPABOBOTO PETYJIIOBAaHHS HE Ma€ BIUIHBY
Ha PHUHKOBE CEpEeNOBUIIE, PO3BUTOK pErioHiB, 3a0e3ledeHHs NpaB T'POMAaJsH,
PHHOK TIpani, TI'pOMAaJChbKe 3[0pPOB’S, EKOJIOTiI0 Ta HAaBKOJHIIHE MPUPOAHE
cepefoBHILE Ta 1HIII chepH CyCHITBHUX BIAHOCHH.

7. Ilo3unis 3aiHTepecOBaAaHUX CTOPIH

Peasnizanis MpoeKTy MOCTAHOBH HE MaTHMe BIUIMBY Ha iHTEpECH OKpeMHX
BepcCTB (TPYI) HAaceNleHHs], 00’ €fHAHUX CIUILHUMH 1HTepecamH.

[IpoeKkT MOCTAaHOBH HE CTOCYEThCS IHNTaHb (PYHKIIIOHyBaHHS MiCIIEBOTO
CaMOBpSAYyBaHHS, TpaB Ta IHTEpECIB TEPUTOpIaIbHUX TIpoMajl, MICIEBOTO Ta
perioHAIbHOr0 PO3BUTKY.

[TpoeKT moCcTaHOBHU HE CTOCYETHCS COLIAIBHO-TPYAOBOI chepH.

[TpoeKT MOCTaHOBU HE CTOCYEThCs Cepd HAyKOBOI Ta HAyKOBO-TEXHIYHOI
IiSUTBHOCTI.

8. I'poMaacbKe 00roBOpeHHsI

[IpoexT moCTaHOBH po3MimieHO Ha odiniliHoMy Beb-caiiti /[lepxaBHOI
CITyOH CIeUiaTbHOTO 3B’ 43Ky Ta 3aXUCTy iHpopManii YKpaiHu.

9. Ilo3uuis 3aiHTepecOBaAaHUX OPraHiB

ITpoexT mocTaHOBH NOTpeOye MmOromxeHHs 3 MiHicTrepcTBoM 00OpOHU
Vkpainn, MiHicTepcTBOM €KOHOMIYHOTO pPO3BUTKY 1 TOpPriBIi YKpaiHH,
MinicrepcTBoM ¢iHaHCiB YKpainu, MiHicTepcTBOM BHYTpIIIHIX CIIpaB YKpaiHu,
MiHicTepcTBOM  €HepreTMKM Ta  BYTUIBHOI  IPOMHCIOBOCTI  YKpaiHH,
MinicrepcTtBoM iHdpacTpykTypu Ykpainu, ['enepansaum mraboM 36poiiHnx Cun
Vkpainn, Cinyx6or0 6eanexn Yipainu, Ciyx00r0 30BHIIIHBOI po3BiAkH YKpaiHH,
JlepKaBHOIO PperyJsiTOpHOIO ciyx0or0 VYkpainw, HanionanpHolo moiniero
Vkpainu, Jlep)kaBHAM areHTCTBOM 3 IIMTaHb €JIEKTPOHHOIO YypsAAyBaHHS,
HarnioHanpaM 6aHKOM Y KpaiHU.



10. IIpaBoBa excnepTu3a

IIpoexT moctaHOBH 1OTpeOye TIPOBENEHHS MPaBOBOI  EKCIEPTHU3H
Mig’rocToMm. -

11. 3anmo6iranust AUCKpUMiHANIT

V NpoexTi MoCTaHOBU HEMa€ IOJIOXKEHbB, SIKi MICTATh O3HAKH JUCKPHMiHALI1.
I'poMazncrka aHTHANCKPUMIHAIIIHA €KCIIEPTH3a He MPOBOIMIACS.

12. 3ano6iranns kopynmii

VY NpoeKTi IOCTAaHOBU HeMae IPaBWI i IPOLELYp, AKI MOXYTh MICTHTH
PM3UKM BUMHEHHs KOPYHLIHHMX IpaBONOpYLIeHb. |'poMajachka aHTHKOPYIILiiHA
eKCIepTH3a He IIPOBOAMIIACS.

13. IIporuo3 pe3yabTaTiB

IIpuHAHATTA TOCTAaHOBH JO3BOJIUTH HANATOMUTH MOHITOPUHI  CTaHy
3aXHUINEeHOCTI iHpopManifiHuX pecypciB 06’ €KTiB KpUTHUHOT iHPPACTPYKTYPH, L0
[acTh MOMIIMBICTH OTPHMATH BiOMOCTI Ipo peanmbHmi cTaH 1B Sk Ha OKpeMHX
00’€KkTax KPUTHYHOI iH(QPACTPyKTypH, perioHax, Tak i B JiepaBi B I[JIOMy B
peallpbHOMY dacl. 3a3HadeHe JacTh MOXIIMBICTH IEHTPAIi30BaHOIO aHANI3y Ta
HaJaHHS] peKOMEHJallifl IIONO0 YCYHEeHHs BpasiuBocTedl B cucreMax 1B Ta
3aCTOCYBaHHS TapMOHI30BaHMX 13 MDKHAapOZHHMH Ta  €BPONEHCHKUMHU
CTaHZAapTaMH BUMOT IIOJ0 3aXUCTy iH(opMallii Ha TepuTopii YKpaiwm.

OuninuTh BruuB [TocTaHOBM Ha KITFOYOBI iHTepeCH 3aiHTEPECOBAHUX CTODIH,
OKpeMHX BepcTB (IpyIl) HaceleHHS, 00’€qHaHWX CIIIBHHMH IiHTepecaMH Ta
cy0’eKTiB TOCHONApIOBaHHA Oyge MOXJIIHBO IICHsS 3aTBEPIKEHHS IMEPETiKy
00’€KTIB KpUTHYHOI IHPPACTPYKTYPH ASP>KABH.

I'onosa JlepxaBHOI ¢ty x0u
CHEeLiaJbHOTO 3B 3Ky Ta 3aXHUCTY

inpopmarnii Ykpaiau QL@Q_C Jleoni €BIOYEHKO
«__» 2018 poky




AHaJIi3 peryJisiTOpHOro BILIMUBY

npoekty nocranosu KabGinery MinicTpiB Ykpaiuu “Ilpo 3arsepakennsi
Bumor oo nposegeHns He3asexHoro aynuty ingopmauiiinoi 6e3nexu Ha
06’exTax KpuTHYHOI iHppacTpykTypu Ta Ilopsaaky npoBeJeHHsT He3aJ1eIKHOIO
ayauTy iHgopmauiiinoi 6e3nexn Ha 06’ ekTax KPUTHYHOT iHppacTpyKTYpH”

1. Busnauenns npoGiiemu

BignosimHo 10 wactmHM 3 crarri 6 3akony VYkpainu “ITpo ocHOBHI 3acajm
3abesnedenns KibGepGesnexu Yxpainn” Kabiner MinictpiB Vikpainu AmmizicTpariero
Hepxcnenss’s3Ky po3pobneHo mpoekt nocraHoBu Kabinety Minictpis Yipainu “TIpo
3aTBEPIDKEHHs: BUMOT 111010 NpoBeeHHs HE3aIeKHOTO ayauTy indopmariiiHol 6e3nexu
Ha 00’€KTaX KpUTHYHOI indpacTpyKTypy Ta ITopsaKy NpOBeNeHHS HE3ATEKHOTO ayUTy
iHpopmaiiHoi Gesnexku Ha 06’€KTax KpHTHYHOI iH(pacTpykTypw” (maldi — mpoexT
[IOCTAHOBH).

Crparerieto kiGepGesnexu VYkpaiHu, 3arBepikeHOIO VYkazoM IIpesumenta

Ykpainu Bif 15.03.2016 Ne 96, BusHaueHO OCHOBHI 3arpo3u KibGepbesmerti, 30kpeMa
A O0'€KTiB KPUTHYHOI iHPACTPYKTYPH, ULISAXHM MPOTHAII HUM Ta 3a3HAYEHO, IO
cy4acHI iHpopMaifHO-KOMYHIKalliiHi TEXHONOTIi MOXYTh BUKOPHCTOBYBATHCS IS
3[1ICHEHHS TEPOPUCTHYHMX AKTIB.

Amnaniz kiGepsarpos cBimuuTh, IO KibepaTakd Ha KOMYHIiKaLiifHI cHcTeMu

TaCUCTEMH  YIPABIiHHS TEXHONOTiYHMMH IIpOLecaMH O0’€KTiB  KPUTHYHOI
iHPacTPYKTypH JepiKaBH TAKHX rally3ei, K eHepreTHKa, XiMiuHa IPOMHUCIOBICTE Ta
IHIII MOXe MpPHU3BECTH A0 BHHUKHEHHS HAA3BHYAMHUX CUTyallif TEeXHOTreHHOI'O
XapakTepy Ta/ab0 HEraTUBHOTO BILIMBY Ha CTaH €KOJIOTIYHOI 6e3MeKH JAepKaBHy.
Tak, mpoTArOM OCTaHHIX TPHOX POKIB Ha iH(OPMaLiHO-TeTeKOMYHIKALiHHI CHCTEMH
IesKuX 00’€KTIB, SIKi 32 CBOIM 3HAYEHHSIM i POIITIO JUIS KUTTENISIBHOCTI CYCIiIBCTBA
€ 00’eKTaMi KPUTHYHOT iHpPacTpyKTypH, 34ifCHEHO HU3KY MacluTabHEX Kibeparax,
30Kpema:

1) 21-25 tpaBus 2014 BinGymucst DDoS-araku i 310Mm caiity IIBK mix wac
IPEe3UTEHTCHKUX BUOOPIB, BHACTINOK SKUX Ha CcafTi 3 SBUNIMCA ITOMHJIKOBI
pesynsrati. HesBakarouu Ha MOBiZOMIICHHS IIPO 3710M, came IIi JaHi Oyau o3BydeHi B
HOBHHAaxX Ha pocilickkoMy Ilepuiomy xaHami sk peanibHi pesynsratd BHGODIB B
YkpaiHi.

2) V uepsni 2014 poky Ha cepBepax NPUBATHUX KOMIMaHii Ykpaiuu i kpaiH
HATO 6ynu BusiBneni KiamuBi nporpami, siki 3aiimanucs kiGepummionasxeM. Cepern
Hux Taki sk Turla/Uroburos/Snake, RedOctober, MiniDuke i NetTraveler.

3) 23 rpyans 2015 poky 3a JOIOMOTOK TposHCBKOI nporpamu BlackEnergy3,
Yy BMKOPHCTaHHI skoi Oy paHille NMoMideHi pociliceki xakepH, 6yI0 BiJKITIOUEHO
Omuspko 30 mincraHuiit [Ipukapnarrsiobnenepro, B 3B'13Ky 3 4uM 6inbi 200 THCSY
xuteniB IBano-PpankiBepKoi 06acTi 3auinanucs 6e3 eleKTpoeHeprii Ha TepMiH Bif



omHoro Jo I’std rogudH. Tomi > BigOymucs arakm Ha KuiBoOnerepro i
YepHiBuiobienepro.

4) 6 rpymas 2016 poky BimOynacs XaKepchbKa araka Ha BHYTPIIIHI
TeNeKoOMyHiKaliiHi Mepexi Mindiny, JlepxxasuaueiicrBa, Ilenciiinoro ¢oHmy
BUBENA 3 JIaAy psJl KOMII'IOTEPIB, a TAaKOXK 3HHUINWIA KPUTUIHO BaXKJIUBI 0a3d JaHHX,
1110 [IPU3BEJIO N0 3aTPUMKHU OIO)KETHUX BHUILIAT HA COTHI MiJTbHOHIB IPUBEHB.

5) 15 rpynus 2016 poxy ykpalHCBKi XaKepd Ha 3aMOBJIEHHS HEBCTAHOBJIEHOI
ocobu 3 Cankr-IlerepOypra 3midicaunmu DDOS-ataky Ha caifT Ykp3ami3HHIl,
BHACJIIJIOK YOT0O IpoTsroM JHs Oyia IMOBHICTIO 3a0/i0KoBaHa ioro pobora. Ataka Gyna
HalllJIeHa Ha KPaJi XKy JaHUX IIPO MacCaXHpOIepeBe3eHHS.

6) 17 rpynus 2016 poxy kibeparaka Ha miacranuiro IliBHiuHa KommaHii
YkpeHepro mpusena 10 30010 B aBTOMATHUIl YIIPaBIiHHSA, Yyepe3 Mo OiNblle TOAUHH
3HECTPYMJICHHMH 3aJIMLIAINCS paloOHH y MIBHIYHIN yacTHHI npaBobepexxHoro Kuesa
1 IpusIeri paifoHu OOJACTI.

7) YV nepmii nonoBuHi aHsS 27 uepBHsS 2017 poky posmodajiacsi MacoBa
KibepaTaka Ha yKpaiHCHKHH Jep>XKaBHHMI Ta KOMEPLUiMHMI CEKTOp i3 3aCTOCYBaHHS
IIKIJUIMBOTO IMpOrpaMHOro 3abesrnedeHHs — Bipyca-mudpyBajibHHKa (aiinis Petya
Ransomware. [i sxeprBamu cramu iHdOpMaIiiiHO-TeNeKOMyHIKALIHI CcHCTEMH
“Ykprowmr”, aeponopty “bopucmins”, “Ykpenepro”, ITEK, 6ararbox 6ankis, 3MI,
tenekanans, A3C i1 6araThox IHIIKUX KOMIIAHiH.

3 ypaxyBaHHSM 10Tpe0 HaIliOHAIBHOI Oe3neKH i HeoOXiAHOCTI 3ampoBaKeHHS
CHCTEMHOIO MIAXOAY IO pO3B’S3aHHS TMpoOJIeMH Ha 3arajbHOJAEPKaBHOMY PpiBHI
CTBOPEHHS CUCTEMHU 3aXHUCTy KPUTHUYHOI 1H(QPACTPYKTYPH € OIHHM i3 IIPIOPUTETIB Y
pedopMyBaHHI cekTopy 060poHH i Oe3nekun YKpaiHu.

BonHouac HaOyTrra 4umHHOCTI 3akoHoM VYkpainu “TIpo oOcCHOBHI 3acamu
3abe3nedeHHss KibepOesneku VYkpaiHn” BU3Ha4dae, 10 g0 Ilepeniky 06’€KTiB
KpUTHYHOI iHpacTpykTypu (nani — [Tepenik) MoxXyTh OyTH BigHECEH] I IIPUEMCTRA,
YCTaHOBH Ta OpraHizailii He3aJIeXHO BiJl GOPMH BIACHOCTI, SIKi IPOBAAATh AiSIIBHICTh
Ta HaJalTh MOCIYI'H B raily3sX €HEepPreTUKH, XIMidHOI MPOMHUCIOBOCTI, TPAHCIIOPTY,
iHpOpMaLifHO-KOMYHIKaILliIHHIX  TEXHOJNOTiM, eJIEKTPOHHUX  KOMYyHIKallid, vy
OaHKiBCbKOMY Ta (iHAaHCOBOMY CEKTOpax; HaJaloTh TIIOCIyrd Yy cdepax
XKUTT€3a0€3MIeUeHHsT  HaceNleHHs, 30Kpema Yy cdepax  [eHTpali30BaHOIo
BOJIONIOCTAUYaHHs, BOJOBIJBEACHHs, IIOCTa4aHHA eJIEKTPUYHOI eHeprii i rasy,
BUPOOHHUITBA MPOAYKTIB XapdyBaHHs, CLIBCHKOTO rOCMOAAPCTBA, OXOPOHH 3/I0POB’S,
€ KOMYHQJIbHUMH, aBapifHUMH Ta PATYBaJbHUMHU CIyx)0aMu, ciy’)k6aMu eKCTpeHOl
JIOTIOMOTH HaceJIEHHIO; BKIIIOYEHI /10 MepeiKy MiANPUEMCTB, 110 MAlOTh CTpaTeriuHe
3HAYeHHS JUIsI EKOHOMIKHU 1 6e3IeKu JIepKaBH; € 00’ €KTaMU NOTeHLIITHO Hebe3meuHnx
TEXHOJIOTH 1 BUPOOHULITB.

Ha croropsi, pe3ynsrarom Kibeparak €, K mpaBHiIo, 3Ha4HI (PiHAHCOBO-€KOHOMIYHI
36uTKH abo HenepeaOadyBaHi HACHTIIKU NOPYIIeHb (GYHKI[IOHYBaHHS 00’ €KTIB KPUTUYHOI
iH(MPacTPYKTYpH, SKi Oe3mocepeHhO BIUIMBAIOTE HAa CTAH HAIIOHAIBHOI Oe3reku i



000pOoHHU. Y 3B’S13KY 3 LM, 3 ypaxXyBaHHIM HOTped HalliOHATBHOT Oe311eKH i HeoOXiqHOCTI
CHCTEMHOIO IIIXOAy M0 pO3B’s3aHHA MNpoOlieMH Ha 3arajbHOAEPKaBHOMY piBHI
OTPHUMaHHS BIIOMOCTEH ILIOAO peaNbHOrO CTaHy iHdopMamiiHoi Oe3rnekn Ha 00’€KTax
KPUTU4HOIL 1HGPACTPYKTYPH € OJHHM i3 IPIOPUTETIB y peopMyBaHHI CEKTOPY OOOPOHH i
Oe3rnieku YKpaiHu.

HeoOxifHiCTh NpUAHATTS NPOEKTY TIOCTAaHOBH 3YMOBJEHa  BiJCYTHICTIO
BIIOMOCTEH IIOA0 pealbHOTO CTaHy iHpopMallifiHoi 6e3neky Ha 00’ eKTax KpUTUYHOI
iHGpacTpyKTypH Ta, K HACHTIIOK, YHEMOXITUBIIIOE CUCTEMHUH MiIXix A0 pO3B’A3aHHS;
npobyemMu 3aXUCTy KPUTUYHOI IHQPaCTPyKTYpH Ha 3arajJbHOJAEpKaBHOMY PiBHI.

ITpoGneMu 3abe3neveHHsT HalleXHOro piBHA iHpopMariiiHoi Oe3rneku Ha
00’eKTax KpUTUYHOI iHPPACTPYKTypd HEe MOXYTh OyTH po3B’si3aHi Oe3 ICHyBaHHS
CHUCTEMAaTHU30BaHOTIO MIAXONY 0 aHaji3y CTaHy 3axucTy iHdopmarlii, skuit 6a3zyBaBcs
01 Ha peaJbHUX NMOKa3HUKAX, OTPUMAHUX ITiJl Yac MPOBEJEHHS HE3AIEKHOTO ayquTy
iHpopManiifHOi Ge3mexy.

Mertolo IHpOEeKTy NOCTaHOBM € BHU3HAYEHHS OCHOBHHX BUMOI Ta MeXaHi3My
BIIPOBA/DKEHHSI HE3AJIEXKHOIO ayAuTy iHdopMauidHoi Ge3rieku Ha 00’€KTax KPUTHIHOL

IHQPACTPYKTypH.

OcHoBHI rpymu (HiArpynu), Ha ski mpobiema Crpagisie BILIUB:

['pynu (nmiarpynu) Tax Hi
I'pomansHu +
JlepxaBa +
Cy6’€KkTH rocnofapioBaHHs, +
VY ToMy uucyi cy6’€KTH MaJIoro MifNpHEMHULITBA +

IIpobrnema He Moxe OyTH po3B’sS3aHa 32 JIONOMOI'OI0 PHHKOBHX MeEXaHi3MiB,
OCKUIBKHM Ha CHOTOJIHI BiZICYTHI BUMOTH IIIOAO Nepenadvi iHdopMallii CTOCOBHO CTaHy
iHpopManiiiHoi Ge3neku 06’ ekTaMu KpUTHYHOI iHGPaCTPYKTYPH JIEPIKaBi.

ITpobnema He Moxe OyTu po3B’s3aHa 3a JOIMOMOIOIO TIIOYHX PEryISTOPHHX
aKTiB, OCKIJIbKM Ha CHOTOMIHI TaKi HOPMATHBHO-IIPABOBI aKTH BIJCYTHI.

2. Iisti fep:xaBHOTO peryJjl0BaHHA

OcHoBHOWO 1Mo mnpoekTy IlocTaHOBH € CTBOpeHHS INPaBOBUX 3acaj
OTpUMaHHs 00’ €KTHBHOI iHpopMaliil Mmoo craHy iHpopmaiiifHoi 6e3nekn 00’ €KTIiB
KPUTHYHOI  IHQPACTPYKTYpH  LUISXOM  IIPOBEJEHHS  HE3aJeXHOro  ayJuTy
iHpopMaliitHOT Ge3neKH.

[IpoBeneHHs MEPIOAUYHOTO HE3AJIEKHOro ayduTy iHGopMariiiHoi O6e3neku
cTaHe OOOB’S3KOBMM /10 BHUKOHAaHHS HiAIPUEMCTBAMH, YCTaHOBaMH Ta
OpraHizallisiM{, SIKi 3TigHO IO 3aKOHOJABCTBAa BigHeceHi O 00’€KTIB KPUTHUYHOI

iHpacTpykTypH.

3. BuzHaueHnHst Ta OiHKA aJIbTEPHATHBHHX CMOCO0iB JOCATHEHHS IliJIei

3.1 BuzHaueHHs aJJbTePHATHBHHUX CNOCO0IB

Bup ansrepHaTuBH Omic aJkTepHAaTHBH

AnvrepHatusa 1 36epeskeHHs YNHHOTO 3aKOHOAABCTRA, IO [IPH3BENE
oo BiacytHocti o6’ekTuBHOI iHopMaii momo craHy
inpopMmaniitnoi  Oe3nexku Ha  O0’exTax  KPHTHYHOL
iHpacTpyKTypH Ta [0 BIICYTHOCTI (HeaeKBATHOCTi) BUMOT




3 kibep3axucTy, 10 TOCTABMTEH IIiJ 3arpo3y HACEJICHHS,
crae (QyHKUiOHYBaHHA [MX OO’€KTiB Ta ICHYBaHHA
JepxaBH sAK iHctutyry B mutoMmy. Takuit cmoci6 €
HEeNpHitHATHIM Ta He Bigmosimae BuMoram 3akony. lle He
3a0e3neuuTh JOCATHEHHS IOCTABJIEHOI ILTI PEryJIOBaHHS,

110 € HENTPUHHATHUM.

AJbTepHaTHUBA 2

IpuitHarTs
MinictpiB Ykpainu

MPOEKTY

noctaHoBl  Kabinety

3.2 Oninka BHOpaHHX aJbTepPHATHBHUX CNOCO0IB NOCATHEHH Lijei

Oninka BryinBy Ha cdepy iHTepeciB aepKkaBu

Bua anbrepHaTHBH

Buroan

Burpatun

AnbrepHariba |

BincyTni
(Taxui MioXiA OpH3Beie 10 BiICyTHOCTI 06’ eKTHBHOT
indopmarii mono craHy inpopMartiiHoi Genexy Ha
00’€eKTax KPUTHYHOI iHPPaCTPYKTYpH JAEPXKaBH Ta, K
HaCITi JOK, YHEMOXITMBIIIOE CUCTEMHIM MIXin 10
Po3B’sEaHHA NPoGIEMH 3aXUCTY KPUTHIHOI
iHpacIPyKTypH Ha 3arajIbHOICP)KABHOMY DiBHI)

JHonarxoBux BUTpar He oTpeldye

AsTepnarusa 2

Bucoka

(HajacTh MOMUTBICTH OTPHMYBATH aKTYAJILHY
indopmarito momo crady iHdopMmaniiiHoi Ge3nexn Ha
00’€KTax KpUTHUHOI iHMPACTPYKTYpH AEpHKaBU IILIIXOM
3fificHeHHA 3axomiB aymury iHdopmauiliHoi Ge3mexw,
JNOTPHMYBATHCS IIPUHLMIIB IUIAHOBOCTI # CHCTEMHOCTI
aynuty indopMaliiiHoi Ge3nexy Ta rapaHTyBaTH AepMKaBHi
inTepecH B 3a3HAYEHMX rany3sx. B Mexax NMOBHOBaXKEHB

OLHATH BUTPAaTH 3 [EPIKABHOTO
Oromxety Ha peaizaliio
PEryJIITOPHOIO axTa Oylie MOXJIHBO
TCIs BU3HAYEHHS 006’exTiB
KpUTHYHOT ingpacTpykTypH.
Burpat Ha CTBOpeHHsA peEecTpy
ayauTopiB iHdopMaliiiHoT Gesneku
Ta aymuropcekux ¢ipM B cdepi

BUSIRJIATH Ta 3ano0iraTd BUHWKHEHHIO MOPYILIEHs BMMOT | iH¢opMaLiiHOi Oesrnexu
3aKOHONABCTBA Y 3a3HadeHill cdepi 06’exramu kpuruuHoi | 500 THC. IPH.
iHdpacTpykTypH Ta 3ae3medyBaTH iHTEPECH CYCHiTLCTBA,
30KpeMa HaJIEKHOI AKOCTI Kibep3axucTy Ta Kibepobopor.
Benenns nepkaBHOro peectpy ayauTopis indopmMariirol
Oesmekn Ta aymuTopcbkux (ipm B chepi inpopMaliiinoi
Ge3MEKH IO3BONHTE TAPaHTYBATH BUCOKKMH IpodecioHanizm
aymuTopis  iHdopManiiHOl Ge3reky, fAKi MPOBOIUTUMYTEH
HE3ANEXKHMI  aymur  Ha ~ 00’€Krax  KPUTHYHOL
IH(pacTpyKTYpH)
Ouinka BnuBYy Ha cdepy iHTepeciB cy6’€KTiB rocnogapoBaHHs
Hoxka3uuk Beanki ] Cepeani Mauni [ Mikpo Pa3som
Kinexkicts cy0’ekTiB . . ..
BinmosinHo 1o 3eNeHO! KHUIY 3 IMTaHb
FOCTIONAPIOBAHHA, 1o 3aXHCTY KpHUTHYHOT iHpacTpyKTypH B
TiANAa/Iar0Th nin Aio A L
peryIoBaHHs, 0 YKpmﬂl, T rOTOBJEHO! HaIDOH‘aJILHI/IM.
IHCTUTYTOM CTPATeriiHKX IOCTIDKEHb 13 | Tig perymsropHOro akTa He Gyle
3aJly4eHHSM YKPIHCBKUX Ta 3apY6IKHIX | posrioBciomiyBaTHCs Ha Mali Ta 0%
eKcriepTiB i 3a mijxrprmky Odicy 38’s13Ky MIKpO Y0’ €KTH roCIIoapIOBaHHA
HATO B VYkpaini B Ykpairi Ha croronHi
icHye noHan 24 THc. 06’ €KTiB,
BiJHECEHHX JIO KaTeropii MoTeHLiHHO
Hebe3nevHnx
niToMa  Bara  IpymH Y ITuToMa Bara BeJIMKHX Ta CepeIHiX
3araybHIN KUIBKOCTI, BIICOTKIB | CYG’€KTiB rOCNOOaplOBaHHs Y 3arafibHii
KUIbKOCTi MOXe GyTi BUSHaYEHa TUTEKA 0 100 %
nicas BiHeCeHHs 06°€xTiB 0 00°€KTiB
KpUTHUHOI iH(pacTpykTypH, 100
Bua anbsTepHaTusn Buroam Burpatn
AnsrepHatnba 1 Bincyrsi JonatkoBHX BUTpar He
(npouenypa 3aifiCHEHHA IUTAHOBMX 3axofiB aymuty 1B notpebye

HE 3MOXE 3aCTOCYBATHCA Y 3B’A3KY 3 HEBiATIOBiIHICTIO
3aKOHOJIaBCTBY,
TIpU3BENE 1O BiICYTHOCTI (BHCYBaHHS HEaJEKBATHUX)

BUMOI il TIPOBENEHHS YHHHOMY




TEPOPUCTHYHUX
00’ €KTiB)

BHUMOT i3 ki0ep3axucTy, MO0 MOXKe MOPHU3BECTH 1O
BHHMKHEHHS HaI3BHYalHUX CHTyaliil TeXHOTeHHOro
Xapaktepy Ta/ab0 HEraTMBHOIO BIUIMBY Ha CTaH
eKoJIOriaHOT Ge3riexy Jep)KaBH y BUITAAKY 3AiMCHEHHA

aKTIB N0 BigHOIICHHIO OO TaKHX

AnbTepHaTHBa 2 Bucoxi

Ouinury BUTparu Ha

(ysromkenns inTepeciB GisHecy Ta [epkaBM, YiTKWi | peasi3allifo pery/sATOPHOIO aKTa
TOpANIOK Ta IIAHOBICTh TPOBEAEHHs 3axofiB aymuTy [b | He MOMUIMBO i3-3a BiCYTHOCTI
Anmminictpartii Jlepcrerss'a3Ky. mepeniKky 00’€KTiB  KPUTHYHOI

iH(pacTpykTypH JiepXKaBH.
OpientoBHa  BapricTh  —
168 000 THC. TpH. *

* BapTICTh € OPIEHTOBHOIO.

OLiHATH BUTPATH Ha peai3allilo peryjsiTOpHOIOo

akTa Oyle MOXIHMBO TiCJis BH3HAYeHHS OO €KTIB KPUTHYHOI 1H(PaCTPYKTypH.
BignoBimHo 10 3efieHOI KHUTH 3 MHTaHb 3aXWCTy KPUTHUYHOI 1HPPacTPyKTypH B
Vkpaini, migroroeneHoi HarioHaJpHMM IHCTHTYTOM CTpPaTeTIYHMX IOCTiIKEeHb i3
3aIydeHHSAM YKpaTHCBKUX Ta 3apyOiKHHMX eKcIepTiB i 3a miarpuMku Odicy 3B’s13Ky
HATO B Vkpaini B YkpaiHi Ha cboroaHi icHye moHan 24 Ttuc. 06’€KTiB, BiJHECEHUX
IO Kareropil MOTeHLiHHO HeOe3meyHWX. [3-3a BiACYTHOCTI JaHUX IIOJO BapTOCTI
MOCITyT He3alie)kKHOTO ayOuTy iHdopMarliiiHoi Oe3rnekun Ha 00’€KTaX KpUTUYHOL
iHGpacTpykTypu YKpaiHH, 3a MiHIMaJbHYy BapTiCTh IIPOBEACHHS HE3AJIEKHOTO ayAuTy
iHpopMaLiliHOi Oe3neku B3ATa MiHIMallbHa BapTICTh NPOBEINEHHS (PIHAHCOBOIO

aynuty B Ykpaii — 7000 rpH.

3.3 CymapHi BUTpaTH 32 aJIbTePHATHBAMH

Buna aJbTEepHATHBH

Cyma BHTpAT, rpUBEHb

AnprepHaTuBa |

JonatkoBrx BATpAT HEe NOTpedye

AnbTepHaTuBa 2

OLIHUTY BHTpaTH 3 JAEPKaBHOIO OHODKETY Ha peallizalliio
perylsaTopHoro axra Oyne MOXJUIMBO INC/IS BM3HAYEHHS
00’exTiB KpUTHYHO! iHPPaCTPyKTYpH.

OpienToBHi cymapHi Butpary 168 500 THc. rpH.

4. Bubip Haii0lIb11 ONITHMAJIBLHOTO AJITEPHATHBHOIO COco0y TOCAITHEHHs Lijiei

BpaxoByroun BUIICHaBeNEHI TO3UTHBHI Ta
HEraTHBHI CTOpOHHA ANBTEPHATUBHUX
crocobiB  JOCATHEHHA  METH, JOULUIBHO
NpUMHATH po3po0NIeHN MPOEKT MNOCTAHOBH.
PelfTHHr  pe3yNbTaTHBHOCTI  (AOCATHEHHS
LiIed Mig Yac BUpilleHHA Npo0ieMH)

Ban pesynsraruBHOCTi | KoMeHTapi 100 NPHCBOEHHA BiANOBigHOTO
(3a uworupubanpHOW |6ana
CHCTEMOIO OLliHKH)

AnbrepHartusa |

1 Llini nNpHIHATTA pETyIATOPHOTO aKra He
MOXyThb Oyt  gmocsarHyti  (nmpoGrema
IPOOBKYE ICHYBATH)

AnbrepHaTHBa 2

4 3a3paueHMi  cOoci0 MOBHICTIO  BiAmoBigae
BUMOT'aM CYJacCHOCTI, € HalGiIpII AOLUILHUAM Ta
JACTh 3MOTY BPETYIIIOBATH MPOBEACHHSA 3aXOMiB
aymirry indopmariitHoi Oesnekn Ha 00’ekTax
KpUTHYHO! iRpPacTPyKTypH AepKaBH

Buj anbTepHATHBH Buroan (mizcymok) Butparu (Ilincymok) OOGrpyHTYBaHHS
aJIbTepHAaTHBH
AssrepHatyBa 1 Bincyri JlomatkoBux ~ Butpar He | IIpoGnema TPONOBXYE
niotpebye icHyBaTH
AnbrepHaTuBa 2 Hapnacte MOXUTHBICTh | OLUHUTH BUTpaTu 3 | IlpoGneMa Ginblile iCHyBaTH
OTPUMYBATH aKTyalbHy | JepkaBHOro OopkeTy Ta | He Oyne
iHopMallil0  1HOJ0 CTaHy | BUTPaTH cy0’€exTiB




iHpopMaltiiiHol Oe3Nekd Ha | TOCTIONAPIOBAHHA Ha
00’ exTax KpUTHYHOI | peallizanilo  peryasTOpHOIO
indpacTtpykTyps  Iepxasu | akra Oyge MOMIIMBO ITiCHS
IUIAXOM 3AIHCHEHHS 3aXONiB | BHU3HAYEHHA nepetiky
aAyJATy intopmariiitHoi | 06’exTiB KpUTHYHOT
6e3nexy, JOTpUMYBaTHCA | iH(PacTPyKTypH.
npuHIMniB  rotaHoerocti ¥ | OpientoBHa cyma 168 500
CHCTEMHOCTI ayouTy | THC. IPH.

ingopmanifiaoi Oesmeku Ta

rapaHTyBaTu JepKaBHi

iHTepecH B 3a3HAUCHUX

rany3sx. B Meax
MOBHOBaXXEHb BHSBIATH Ta
3anobiratu BHHUKHEHHIO
NOpYIIEHb BHMOT
3aKOHOJABCTBA y 3a3Ha4eHil
cepi 06 ekramMu KpUTHUHOL

indpacTpykTypu Ta
3a0e3rieTyBaTH iHTEpecH
CYCIILJIBCTRA, 30KpeMa
HaJIeXKHOT AKOCTI
kibep3axucty Ta
Kibepobopoxu

5. MexanisMu Ta 3axoaM, ski 3a0e3nedyarb pO3B’SA3aHHA BH3HAYEHOI
npodJjieMu

MexaHi3MOM, SKHi 3a0e3leYdTh pO3B’SA3aHHS BH3HAUYEHOI TmpobneMu, €
MPUAHSTTS PETYIATOPHOTO aKTa.

AnmigicTpamieto [lepKcrHen3s’s3Ky MiATOTOBIEHO IPOEKT MOCTAHOBH, SKUM
IIPOTIOHYETECSl  3aTBEpPAUTH BHMOrn Imoa0 NpOBENEHHsS HE3AIEKHOIO  ayJury
iHpopmariiitHoi Oe3mekn Ha 00’€kTax KpUTH4UHOI iH(pacTpykTypu Ta Ilopsnok
IIPOBENIEHHS HE3aJIeXXHOIo aymuTy iH(popMaIliifHoi Oe3rneku Ha 00 €KTax KpPUTUYHOL
iHppacTpyKTypH, 110 BU3HAYAE:

- 00OB’SI3KOBICTh MPOBENICHHS IIEPIOJIMYHOTO HE3aJIeKHOIO ayiuTy 1HpOopMamiiHOl
Oe3reky Ha 00’ €KTax KPUTHYHOI 1HPPaCTPYKTYpH;

- BAMOTH JI0 OpraHi3allifHWX 3aXOfiB Ta MOPSAAOK IPOBENEHHS HE3AJIEKHOIO Ay[AUTY
iHopmariitHoi Ge3nexu Ha 00’ €KTax KPUTHYHOL IHQPACTPYKTYPH;
- BIATIOBINANBHICTh  BIATIOBIAHMX CTOPIH IpU MPOBElEHHI
iHhopMariitHoi Oe3reky Ha 00’ €KTaX KpUTUYHOI IHPpacTpyKTypH;
- MeTy (OPMYyBaHHS PEECTPY ayAUTOPIB iH(MOpMaITiHOT Oe3MeKy Ta ayIUTOPCHKUX PIpM B
cdepi iHpopMaLiiiHOl Oe3neKy;

st jocsirHeHHsl i€l Wijli MPOEeKTOM MOCTAHOBH IepeadadyacThes:

- 3aTBEPAUTH BUMOIH 110710 IPOBEICHHS HE3ISKHOTO ayAuTy iH(GOpMaLiiHOl be3neku
Ha 00’ €KTaxX KPUTHYHOI IHPpacTPyKTypH;

- 3aTBepauTH [TOpSIOK IIPOBEAEHHS HE3aJeXXHOTo ayquTy iH(opMaliiHoi Oe3leKd Ha
00’€eKTax KpUTHYHOI IHPPaCTPyKTypH.

3axoaH, M0 MPONOHYIOThCS [JIsi pO3B’si3aHHA NpobieMu:

- noroautyu npoekt [locranosu 3 MinicTtepcTBoM ¢inaHciB Ykpainu, MinicTepcTBOM
eKOHOMIYHOTO PO3BUTKY 1 TopriBmi YkpaiHu, MiHiCTepCTBOM BHYTPIIIHIX CIIpaB
Vkpainu, MinicrepctBoM o6opoHn VYkpainu, Ciyx0Goro Oeslekn VYKpaiHw,
Jlep>kaBHUM ~ areHTCTBOM 3 eJIEKTPOHHOTO  ypsiyBaHHS  YKpaiHH,
MiHicTepcTBOM €HEpreTUKH Ta BYTUIBHOI IIPOMHCIOBOCTI YKpainu, MiHicTepcTBoM

HE3aJICXKHOIO  ayauTy

IIUTaHb




indpacTpykTypn Yipainu, MiHicTepcTBoM OCBiTH | Hayku Ykpainu, HamionanbHum
6ankoM VYkpainu, lemepansuuM mrabom 36poiiux cun Yipainu Ta Ciyx060r0
30BHIITHBOT PO3BIAKH YKpaiHU;

- HaIIpaBUTHU NpoeKT [10CTaHOBU Ha MPaBOBY eKCHepTH3y X0 MiHicTepcTBa IOCTHILT
YKkpainy;

- 3a0e3neunt iHGOPMYBaHHS TPOMAACHKOCTI IIPO BHUMOIM DETYJISTOPHOIO akra
LIJISIXOM HOro ONpUTIOAHEHHS Ha o¢iliiiHoMy BeO-calTi Jlep KCen3s’ 13Ky.

Peajizanis nosioxkenn npoekrty Ilocranosu:

JI03BOJIMTh OTPUMYBATH aKTyalbHY iHpOpMalio Moao cTaHy iHpopMaliiHOI
Oe3nexky Ha 00’€KTaxX KPUTHYHOI iH(PPACTPYKTypH, BU3HAYMTUA OO0’ €KTH KPUTHYIHOI
inpopmaniiinoi  iHQPAcTPyKTYpH, sIKi MAalOTh IIEpIIOYEproBo  (IIPiOPHTETHO)
3axXMIIaTHCA Bij KibepaTak BiANOBIZHO JO 3aKOHOAABCTBA y cdepl 3aXucTy
indopmariii Ta xkibepbe3nexy.

JlepaBHuii peecTp aymuTopiB iHPopMaliiiHOT Ge3leKH Ta ayAUTOPCHKUX (BipM
B chepi iHdopMmanifiHoi Ge3rmeku 3abe3MeUUTs MOXIMBICTH HifAbopy cy0’exTamu
rOCIIOJAPIOBAHHS BHCOKOKBaMi(DiKOBaHMX CIIEI[aNiCTiB AN MpOBENEHHS SKiICHOTO
He3aJIeXXHOTo ayauTy iHopmManiiinoi 6e3nexu.

Jii cyO’ekTiB rocrofaproBaHHi — O3HAMOMUTHCS 3 pPETYASTOPHUM aKIOM Ta
JOTPAMYBATUCA HOTO BUMOL

6. Oninka BHKOHAHHSI BHMOT PeryJisiTOPHOTO aKTa 3aJIeXKHO BiA pecypcis,
SIKHMH PO3MOPS/HKAIOTHLCS] OPraHH BHKOHABYOI BJIAaJH 4YH OPraHH MicleBOro
caMOBpsiAyBaHHs, (pi3M4Hi Ta IOPpHANYHI 0co0H, sIKi MOBHHHI NPOBaX’)KyBaTH a00
BHKOHYBAaTH Lli BAMOTH

OLiHUTH BUTPATH 3 JIEPXKABHOrO OIOPKETY Ha peanizallilo PeryjsiTOpHOIO axra
Oyze MOXITHBO TICNsS BU3HAYEHHS 00 €KTiB KpUTHUHOI iH(pacTpykTypd. Butparu Ha
CTBOPEHHS PEECTpy aymuTopiB iH(opMaliiiHOi Oe3rexky Ta ayIuTOpChKuX QipM B cdepi
iHpopmariitHoi 6e3neku 500 TUC. TpH.

ITutoMa Bara Cy0’€KTiB MaJIOro MiANMPHEMHHUNTBA (MTHX Ta MIKpOIIIIPUEMCTB
pa3oM) y 3arajbHiil KIIBKOCTI Cy0’€KTIB IOCIONAPIOBAHHA, Ha SKHMX IOLIMPIOETHCS
pEryJTIOBaHHs, CTaHOBUTH ( BIACOTKIB, TOMY PO3paxyHOK BHUTpaTl Ha 3alpOBa DKEHHS
IEPXKaBHOTO PpETYIIOBaHHS Ui Ccy0’ekTiB Manoro rmianpuemuunTsa (TecT Manoro
i AMPUEMHHULITBA) HE 3/11HCHIOBABCS.

7. O0rpyHTYBaHHS 3alPONIOHOBAHOIO CTPOKY Aii Pery/IiTOPHOro akra

CTpok Aii HbOro PeryisTopHOTo akTa He 0OMEXY€EThCS.

Crpok HabpaHHS YMHHOCTI PEryJIsTOpPHOIO aKTa HAacTae 3 JHS 3aTBEPIKCHHS
TiepesiiKy 00’ €KTiB KpUTUYHOI IHQPacTPyKTypH.

8. Bu3HaueHHs1 NOKA3HHUKIB Pe3yJIbTATHBHOCTI il pery/isiTOpHOro aKkra

ITporHo3Hi 3HAYEHHs MOKA3HUKIB Pe3yNBTaTHBHOCTI PEryIATOPHOIO aKTa OyayTh
BCTAHOBITIOBATUCS MTiCIIs HAOpaHHS YHHHOCTI aKTOM.

T[TpOrHo3HUMY 3HAYEHHSIMH [TOKa3HUKIB Pe3y/IETaTMBHOCTI PEryIATOPHOTO aKTa €:



- pPO3Mip HaJXO/DKEHB 0 AEP)KaBHOIO Ta MiCIEBOro OIOMKETIB i JepKaBHUX IUTHOBHX
boHAiB, TOB’A3aHMX 3 JI€I0 aKTa — HAIXOIDKEHD He Iepen0adacThes;

- po3Mip KOIWITIB 1 4ac, II0 BUTPa4aTHUMYThCS Cy0’€KTaMH TOCIIONapIOBaHHA Ta/abo
¢izngHIME 0co0aMy, ITOB’A3aHUMH 3 BUKOHAHHSIM BHMOT aKTa OL[iHHTH HE MOXJIHMBO
IO 3aTBEpIDKCHHs IIepeniKy oO0O0’eKTiB KpUTHYHOI iH(pacTpykTypu. Homarxosi
BUTPATH BiJ{ Cy0’€KTiB rocriofaploBaHHs, MOB’s3aHi 3 BUKOHAHHSM BHMOTI aKTa, —
opiertoBHo 168 000 THC. IpH;

- piBeHp IOIH(OPMOBAHOCTI Cy0’€KTiB TOCIONAproBaHHA Ta/abo (iswuHMX o0ci6 3
OCHOBHHX ITIOJIOXXEHB aKTa — IIPOEKT aKTa pO3MINEHO Ha Beb-caiiTi Jlepixcren3s’ 3Ky
(emexTpoHHa anpeca: www.dsszzi.gov.ua) y migposmim  «IToBimoMieHHS IIpo
OIIPIIIIONHEHHS Ta POEKTID PO3AUTY «PerynsTopHa MisUIbHICTEY;

- KUIBKICTB HOPYIIEHb, BUSIBICHUX IIJUac MPOBeAEHHA ayquTy iHdopMawiiiHoi Ge3rnexu
Ha 00’ eKTax KpUTUIHOI iHPpacTpyKTypH;

- KUTBKICTh HAJJAHUX PeKOMEH/AIliH 1010 ITiABUIEHHS PIBHS 3aXHIEHOCTI;

-oliHKa piBHA Kibep3axucry (kibep3arpo3u) 3a pe3yJbTaTaMud  IIPOBEIEHHS
HE3AJIEXXHOTO ayauTy iH(opMaliifHol Oe3mexu Ha 06’ exTax KpUTHIHOT IHOPACTPYKTYPH.

—
—

9. BuzHauyeHHsI 3aX0fiB, 3a /JONOMOIOI0 SIKMX 3JiliCHIOBATHMETbCS
BIICTE;KEHHA Pe3yIbTATHBHOCTI Jil peryJsiTOpHOro aKTa

Anminictpania [lepxcnenss's3ky Oyme 3uiilicHioBari 6a3oBe, MMOBTOPHE Ta
MEePIONWYH] BIACTEXEHHS pE3yNbTaTHBHOCTI PpEryJTOPHOIO aKTa y CTPOKH,
BCcTaHOBNeHI cTarTero 10 3axoHy Ykpainu “IIpo 3acagu JepXKaBHOI peryaaTOpHOL
THONITHUKH y cepi rocnonapchkoi QismpHOCTI”.

IlpoBenieHHs BIACTEXXECHHA pPE3YJIBTATUBHOCTI DETYIATOPHOIO akra Oyge
3O1MCHIOBATHCS IUIAXOM  30MpaHHA CTAaTUCTMYHHMX JAaHUX BIOOOBITHO 1O
BHUIE3a3HAYEHHUX IIOKa3HHMKIB Ta aHAJI3y 3BepHEHb 3aiHTEPECOBAHMX OCI0 IOJ0
HeOOX1THOCTI Mepery HOPMaTHBHO-IIPABOBOTO aKTy 3 METOI0 BHECEHHS JO HHOTO
3MiH.

basoBe  BiACTeX€HHA  pE3YNBTATHBHOCTI  PETYJSTOPHOIO  aKTa  Oye
3MIMCHIOBATHCA 4Yepe3 OMMH piK, Iicis HaOpaHHS YMHHOCTI IBOTO PeryJsaTOPHOIO
aKTa IUIIXOM 30MpaHHS CTAaTHCTHYHUX JaHHUX, ONEP)KaHHS IPOMO3MINi 10 HBOTO, iX
aHai3y.

[ToBTOpHE BIACTEXEHHA pE3YNBTaTHBHOCTI PErYyIATOPHOTO axkTa Oyde
3MiACHIOBATHCh HE II3HIIlE JBOX POKIB 3 MHA HaOpaHHS YMHHOCTI LIIUM AaKTOM,
IIUISIXOM aHami3y CTaTUCTHYHHUX JaHHUX.

IlepionyuHi BiNCTEXXEHHS pE3YNBTATUBHOCTI PETY/ATOPHOTO akTa OyIyTh
3MIACHIOBATHCh IUIAXOM aHANi3y CTATHCTHYHMX JAaHMX pa3 Ha KOXKHI TPH POKHU
IIOYMHAIOYM 3 JHS 3aKiHYeHHs 3aXOJiB 3 IOBTOPHOIO BiJICTEXXEHHS pe3yNILTATHBHOCTI
IOpOI0 aKTa.

I'onoBa [lepxaBHOI Ci1y>X0H CIeiaabHOro

3B 3Ky Ta 3axXUCTy iHpopMarii YkpaiHu g Q@..e Jeonix €BroYeHKO
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MoBigoMNeRHA PO ONPHNIORHEHRHA

npoexTy noctranoem Kabivery MinicTpis YrpaiuH «[1po 3aTBep/KeHHA BUMOT LWOAO NPOBEAEHHA HE3ANIKHOTO aYANTY indopmayiinoi Geaneku Ha ob'exTax

kpuTHuHo! iR PacTpyrTYps Ta MOPAAKY NPOBEAEHHA HEANEKHOro ayauTy incbopMauinnoi Geznexn Ha 00 exTax KPUTHUHOT indpacTpyKIypu»

1. CTHCAKMR BUKAASZ 3MICTY NPOEKTY aKTa

Ce 3nEA Ha cm ‘exTax
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; A Fapna £ NSt

t 33683 neuskns HibeptenaK

LOHYMENT BARHAREE OCHOBM] EMMOTA TA NEXARIZN BNPOEAIMEHHE

2. Appecs gNA 3ayBaXKensb Ta NPONo3MUii A0 NPOeKTY aKTa

Mponazsuil T3 23y2aKERNE 40 NPOEKTY NOCT3H0BNA NPOCMMY HaIINA3TI NPOTATON MICRUS T JaTW HOTO ONPUAKSSHESHKS H3 aapen:

icrpauit Zepwag=ol cavxbn crauiansHoro gAY Ta 1axMCTy iHDopraul Yepaini:

. Conom'aHcexa, 13, v, Kwig, 03110; Ten. (0441 281-88-51;

enerTporHa: ddkBddsszzi.gov.ua;

- DepwasHol peryasTopRol caymGu Yupaikm:

MOWTOBA: BYA, ApceHancHa, 9711, i, Kiig, 01011; 7en, {044) 254-56-73,
Jarc (044) 254-43-93;

enevTponna: inform@dkrp.gov.ua

3. O6pauuit CnociG onpUMONHEHHA NPOEKTY aKTa

i Dapweneuze’seky (enenT sa agpeca: www.dsszzi.oov.ual y niapozgia

BHICTE®.

AHARI FOTG PEIYARTOPHGTO BN

T3 NPOSKTMs UOAL

4. CTPOK, NPOTRIOM AKOFO NPHIMAIOTDCA 3aYBAXKEHHA Ta nponozuuii

J3YSIMEHHA T3 nponosngil 40 NPOEKTY mxim FpMAMARITECR NPOTRTOM MICRLS 2 0aTH ROCO oNPWIaHERHRA,
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