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Ha Ne Bi1

[Tpum. Nt_'f_/

losoBi  JlepxaBHOI  perysiTopHoOL
cayROH YKpaiuu
Ouaexcito KYUEPY

[I[ooo nocooscenns npoexmy
HOPMAMUEHO-NPABOBOI0 UKMA

HlanoBuuii nane Ouiekciio!

Bignosiano mo crareii 10, 24 3akony VYkpainuu “Tlpo CayxOy Oe3neku
Vkpainu” ta crareii 5, 10 ta 11 3akony Ykpaiuu “TIpo ocHOBHI 3acajin 3a0e3neueHHs
ki6epbesneku Ykpainu”, crarti 19 3akony Ykpainu “Tlpo HauioHanbHy Oe3sreky
VYkpainn”, CuryauiiinuM ueHTpoM 3abesnedeHHsi KibepOesnexku CiykOu Oesnexu
Ykpainu po3po0ieHo Ta BIpOBamkeHO miaTdopmy oOMiHYy iHpopmauiclo o0
KiGepiHuuaenTis Ha 06a3i ajanTOBaHOrO MNporpamMHoro mpoaykry “Malware
Information Sharing Platform and Threat Sharing “Ukrainian Advantage™ (MISP-
UA)” mik cy6’exTaMu, siKi 6€310cepesHbo 3AIHCHIOIOTh Y Me/Kax CBOET KOMIETEHLIT
3ax0/14 i3 3a0e3neueHHs KidepOe3rneKku.

3 orisiAy Ha BUKJaZeHe Ta BIAMNOBIAHO 10 nepeadaqdeHol 3aKOHOIaBCTBOM
Ykpainu npoueaypu HaACHIAEMO po3podOieHui npoekT Hakasy LleHTpanbHOro
ynpasiinag Cnyx0Ou Gesnekn VYxpainu “Ilpo 3artBepixenns [lonoxenHsi mnpo
nopsiZiok 0OMiHy iH(oOpMmali€lo 3 BHKOPUCTAHHAM aaalTOBAHOIO MPOrpamHoOro
npoaykty “Malware Information Sharing Platform and Threat Sharing “Ukrainian
Advantage” (MISP-UA)”, BianoBiiHy MNOSCHIOBAJbHY 3alMCKY, CKPIHLLOT
MOBIAOMJIEHHS MPO ONMPUIIOJAHEHHS Ta aHali3 pPeryjaaTOpPHOro BIIMBY 10 3TrajaHoro
NPOEKTY Haka3zy, AJsi pO3TJisily Ta NOroUKEeHHS.

Jlonarok: 1. Ilpoekt nakaszy llentpanbHoro ynpasninus CiyxOu Oesnexu
Vkpainu “Ilpo 3arBepmkeHHsi [losokeHHs MPo MOPsloK OOMiHY
iHdopmalliero 3  BUKOPUCTAHHAM  aJarnTOBaHOro  IPOrpamMHOro
npoaykry ‘“Malware Information Sharing Platform and Threat
Sharing “Ukrainian Advantage™ (MISP-UA)” pa3om 3 1osio)eHHsM,
npum. Ne 1, Ha 5 apk., BiaKpuTa iH(popMaLlisd, TUIbKH Ha aJpecy.

2. llosichioBanibHa 3anucka a0 Haka3y “lIpo 3arBepiUKeHHS
[TonoxkeHHs PO MopsiIoK 0OMiHY iH(pOpMaLi€l0 3 BUKOPUCTAHHAM
aaanToBaHoOro MporpamMHoro mnpoaykry “Malware Information

Sharing Platform and Threat Shepiiga fetkinbtpianddyeage” (MISP-
Ne 4858/0/19-23 sin 08.08.2023
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UA)” , npum. Ne 1, Ha 4 apk., BiakpuTa iH(poOpmalisi, TUIbKM Ha
azpecy.

3. CkpiHLWIOT MOBIAOMJIEHHS MpPO OMNPUIIOJHEHHS, npum. Ne 1,
Ha | apk., BiiKkpuTa iH(opMaLis, TIIbKU Ha ajpecy.

4. AHani3 peryisiTOpHOro BIUTUBY/10 MPOeKTy Haka3zy LlenTpanbHoro
ynpasiinig  Cinyxdu Oesneku VYkpainu “Tlpo 3arBepmxenHs
[TostokeHHs TIPO MOpsiI0K 0OMiHY 1HMOPMALIIEID 3 BUKOPUCTAHHSIM
a/lanToOBaHOro mnporpamHoro npoaykry “Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-
UA)”, npum. Ne 1, na 14 apk., Bigkpurta iHdopMmallis, TIIBKA Ha
ajapecy.

3 noBaro

3acrynuuk INostoBu Ciyxom % Cepriit HAYMIOK



[TPOECKT

[Tpum. Ne

[Ipo 3aTBepmkeHHs I[loNoKeHHS [MpO MOPsiIOK 0OMiHy iH(opMmarliero 3
BUKOPHCTAHHAM aJanToOBAHOTO MporpaMHoOro mpoaykry “Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA)
Biamnosiaxo 1o 3akony Ykpaiuu “Ilpo Ciyx0y Ge3nekn Ykpainu™ Ta crareid 5,
10 ta 11 3akony VYkpainu “Tlpo ocHOBHI 3acaau 3abe3nedeHHs KibepOesnexku

Vkpaiuu”, ctatti 19 3akony Ykpainu “Ilpo nauionansHy 6e3neky YKkpaiHu”

HAKA3VIO:

1. 3arBepautu IlonokeHHs Mpo mnopsaok obmiHy iHdopmauieo 3
BUKOPUCTAHHSIM aafToOBAaHOro rnporpamHoro npoaykry “Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA), wo
JI0TA€THCA.

2. HauanpuukaM YmpaBiiHHS paBoBoro 3a0esnedeHHs Ta JlenaprameHty
KOHTPPO3BilyBalbHOIO 3aXMCTy iHTepeciB JepxkaBu y cdepi iHpopmauikHOT
oesnexku CuyxOu Oesneku YKpaiHuM 3a0e3nedydTH MNOJAHHS LbOTO Haka3ly Ha
JIepKaBHy peecTpaiio a0 MiHicTepcTBa 1OCTULIT YKpalHW B YCTAHOBICHOMY
3aKOHO/1aBCTBOM MOPSAKY.

3. lleit Haka3 Habupae YMHHOCTI 3 AHS oro odiuifiHOro onyoaiKyBaHHS.

INosioBa Cayxou Bacuas MAJIIOK

Tematuusi ingekcu: 1-1: 6-1; 14-1; 20-1.



[TPOEKT

3ATBEPJ/DKEHO
Hakas Cnyx0Ou O0e3nexu YKpaiHu
2023 poky Ne

[TOJIOXKEHHA
PO MOPsiIOK OOMiHY 1H(OPMALIEIO 3 BUKOPUCTAHHAM a1anTOBAHOIO
nporpamHoro npoaykry Malware Information Sharing Platform and Threat
Sharing “Ukrainian Advantage” (MISP-UA)

[. 3arajibHi MOJOKEHHS.

1. Lle IlonokeHnHs Bu3Hauae nopsigok oOMiHy iH(opmalicto 11010 KibepaTak,
KiGepiHILMAEHTIB, IHILIMX Kibep3arpo3 Ta TeXHIYHHMH JaHUMH NpO ileHTH(dIKaTOpH
KOMIIpoMeTaiii  iHpopMauiMHUX CHCTeM 3  BUKOPUCTAHHAM  aJanTOBaHOIoO
nporpamuoro npoaykry Malware Information Sharing Platform and Threat Sharing
“Ukrainian Advantage” (MISP-UA) (nani — MISP-UA) wmik cy0’ekramu, sKi
GesnocepeiHbo 3IMCHIOITD Yy MeKax CBOEl KOMIETeHLl 3axonu 13 3ade3rneveHHs
KibepOesrneky Ta BU3HAYeHI Y4aCTHHOK uYeTBeproro crarti 5 3akoHy Ykpainu “llpo
OCHOBHI 3acaau 3abesneveHHsi KiOepOesneku YkpaiHu: MiHicTepcTBa Ta iHIII
LeHTpaIbHi OpraHu BMKOHABYOI BJAM; MiCLEBi AepkaBHi aAMiHiCTpalii; opraHu
MICLIeBOrO caMOBpSAyBaHHs; NPAaBOOXOPOHHI, PO3BiAyBalbHI I KOHTPPO3BilLyBajbHI
opraiu, cy6’€KTH OnepaTHBHO-PO3IIYKOBOT AisiibHOCTI; 30poiini Cunu YKpainu, iHI
BilicbkoBi (hOpMyBaHHs, YTBOpeHi BIANOBIAHO [0 3akoHy; HauioHanbHui OaHK
VKpainu; mianpueMcTBa, yCTaHOBH Ta OpraHisauii, BiiHeceHi 10 00’ €KTiB KpUTHYHOL
iHpacTpyKTypH; Cy0 €KTH TOCHOAAPIOBAHHS, FPOMalsHU YKpaiHW Ta 00’€AHaHHS
rpomajisiH, iHmi ocoOM, siKi MPOBaAATh JisIbHICTE Ta/ab0 HAIalOTh TOCIYIH,

noB’si3aHi 3 HaliOHAIbHUMM iH(pOpMaLiHUMH pecypcamu, iH(opmalifHUMK



eJIeKTPOHHUMH TOCJIyraMH, 31iCHEHHSM eJIeKTPOHHUX NMPaBOYMHIB, €JIEKTPOHHUMH

KOMYHIKalli MM, 3aXHCTOM iHpopMaLil Ta Kibep3aXxucTom.

2. MISP-UA e cucremoro 360py, 06pobku Ta 00OMiHy iHMOpMALIEO LIOA0
Kibeparak, KiGepiHUMAEHTIB, IHIIKMX KiOep3arpo3 Ta TeXHIYHUMH JaHUMH MPO
imeHTH(iKaTOpn Kommpomeralii iHpOpMAlifiHUX CHCTeM MiK Cy0’ekTamu, SKi
Ge3nocepeHbO 3AMCHIOITL y MekKaxX CBOET KOMIETeHLIT 3axoiu i3 3abe3neyeHHs
KibepOesneku, B pekHMi pealbHOro Yacy, sika rmoOyaoBaHa Ha 0a3i MpoOrpamMHOro

npoxykry MISP (Malware Information Sharing Platform).

3. MISP-UA npusHaueHa s 3ailicHeHHs iH(popMmallifiHOro oOMiHy Mixk
cy6’eKkTamu, siki 6e3rnocepenHbo 3iMCHIOITL Y MeXKax CBO€T KOMIETeHLIT 3aXoau 13
3abe3neueHHs Kibepbesneku o0 KibepaTak, KibepiHUMAEHTIB, IHIINX Kibep3arpos,

TeXHIYHUMH JIAHUMH TIpO i1eHTH(DIKaTOpH KoMNpoMeTallii iHpOopMaliiHUX CUCTEM.

4. Posnopsiaaukom MISP-UA € Cnyx06a Ge3neku Ykpainu (aani — CbY).

5. Iix yac Bukopucranuss MISP-UA cy6’exram 3ade3neueHHs KibepOe3neku:

I03BOJIAETHCS ONPH/IIOAHEHHS Ta TMOLIMPEHHS iHpopMaLlii PO 3apeecTpoBaHi
Kibeparaku, KiGepiHLHIEHTH, BHeCeHi IHIIMMH Ccy0 eKkTaMu, sKi Oe3nocepeaHbo
3MIACHIOIOTH Y MeXax CBO€l KOMIIETeHIIT 3axo/u i3 3abe3nedyeHHs KiOepOesneku, 10
MISP-UA, 3a yMOBM BIJICYyTHOCTI  3aKOHOJABYO BM3HAYEHUX  OOMEKEHb
(3000B’s13aHb), AoTpuMaHHs  MikHapoxHoro craHaapry TRAFFIC  LIGHT
PROTOCOL (mani — TLP) srianHo BuTary i3 mnpotokomy Ne 21 3acijgaHHs
HauionanbHoro koopauHauiiHoro ueHtpy kibepOesmexu npu Pani HauioHaabHOT

Oe3neku i 00opoHn Ykpainu Bia 9 mororo 2023 poky;

N103BONISAEThCS BUKOpUCTOBYBatH AaHi MISP-UA, BHeceHI iHIIMMU cy0’€KTaMHu,
sIKi Ge3nocepeHbO 31IHCHIOITh Y Me)Kax CBO€i KOMITETeHLT 3aX0/H i3 3a0e3neueHHs
kibepoOesneku, 10 MISP-UA, nnst opranizauii Ta 31ilicHeHHs1 KiOep3axuCTy BIaCHHX

iH(opMaLi HHO-TeIeKOMY HIKaLITHUX CUCTEM;

3a00pOHAETLCS HafaHHs (pO3roJiolieHHss a00 IMOLIMPEHHs) PO3MIlIEHOl B

MISP-UA inpopmalii, 1110 103BOJs€ iAeHTUDIKYBATH CYO €KT, AKMH Oe3mocepeiHbo



31ilicHIOE B MeXax CBOEI KOMIETeHLl 3axoau i3 3abes3nedeHHs KibepOesrneku Ta €
BIACHUKOM (PO3MOPSAJAHMKOM) arakoBaHO! iHQOPMALIHHOT CHUCTEMH, a TaKoX
BijloMOCTe# Mpo Hachijaku abo cripuYrHeHi 30MTKM CTOPOHI, SKa He € KOPUCTYBaYeM

MISP-UA;

3aboponsieTbesi  BHecenHs g0 MISP-UA  indopmauii npo  kibeparak,
KiGepiHumaenTy, iHmi KiGepszarposu, TexHiuHi JgaHi nNpo  igeHTH]IKATOPH
KoMrpomeTarii  iHpopMaliiHUX CHCTEM y HABMHMCHO  CHOTBOPEHOMY  HH

nepeKkpyyeHOMy BUIISAL.

I1. Oco6nuBocTi iHpopmaliitHoro oOmMiHy Mixk cy6’ekTamy, fKi 6e31mocepeIHbO
3IHCHIOIOTh Y MeXaxX CBOEi KOMIETeHLIT 3axoau i3 3abesneveHHs KiGepOesneku 3
BrkoprcTanHsaM MISP-UA Ta BcTaHOB/IEHHS 0OMesKeHb J10CTYIy 10 iHdopmauii, sika

uupkytoe B MISP-UA.

1. O6Mmin indopmariero 1moxo Kibeparak, KibepiHUMACHTIB, IHIIKX Kibep3arpo3
Ta TeXHIYHUMH JaHUMHU Tpo ineHTH(DiKaTOpK KoMIpomeralil iHpopMaLifHUX CHCTEM
Mik cy6’ekTamu, siki Ge3MocepefHbO 3IMCHIOIOTH Yy MeXkKaX CBO€El KOMIETEHLI
3ax0AM i3 3abesmeuenHs KibepOe3neku, BUKOHYE€TbCs Ha Oe30miaTHii OCHOBI Ha
MifcTaBi CIIILHOTO pillleHHs, y pasi 3roau 3 nyOIiYHOK YroJor Mpo OpraHizaiito
B3aeMoii 3 nuTaHb o6MiHy iHpopmauiero 3 BukopuctanusiM MISP-UA mix CBY Ta

3rajlaHuMU Cy0’ €KTaMHu.

2.V MISP-UA He 10mycKaeTbes 3/ilicHeHHS OOMiHY iH(poOpMali€o L1010
Kibeparak, KiOepiHUMAEHTIB, IHIIMX Kibep3arpo3 Ta TEXHIYHMMH JAHUMH IIpO
ileHTH]IKaTOPH KOMIpoMmeTalil iH(popMaLiiiHKUX cHCTeM, sKi MICTATh BIIOMOCTI 3

0OMEXKEeHUM JIOCTYIIOM.

3. Y MISP-UA peanizoBaHo oOMexeHHs JOCTyry [0 iHdopmauii ta il

nomupeHHs BianosiaHo 10 TLP y Takux 3HaueHHSX:

TLP: RED — cy0’exkt 3ale3neuyeHHs kiOepOe3neku He MarwTh IpaBa

posrononryBary posminieny B MISP-UA indopwmaitiro;



TLP: AMBER — cy6’extr 3a0e3neueHHs KidepOe3rnekud MaroTh paBo HaJlaBaTh

posmiieny B MISP-UA indopmaliiio BUKIIOYHO CriBPOOITHUKAM;

TLP: GREEN — cy6 ekt 3abe3nedeHHs kidepOesneku MaiOTh NPAaBO Ha/laBaTH
posmileny B MISP-UA indopmaliito cBoimM criBpoOiTHHKaM, & TAKOXK NapTHEPChKUM
opraHam, oprasizauism, ycraHoBaM y cdepi kibepOesneku, ane 0e3 BUKOPHCTaHHS

3arajibHOJIOCTYITHUX KaHall iB;

TLP: WHITE — cy6’extu 3abe3nedyeHHs KibepOe3neky MaloTh paBo HalaBaTH

po3minieny B MISP-UA indopmatiito 6e3 oOMexeHb.

4. [lpunuHeHHs A0CTyMy Cy0’eKTiB, siki Ge3rmocepesHbo 3AiHCHIOIThH Y MexkKax
cBoel KoMmeTeHLii 3axomu i3 3abesmeueHHs kidepOesnmexu, mpo MISP-UA
3actocoByeThbess CBY 3a ix iniuiatuBoio abo B pasi NOpyILUEHHs HUMH YMOB,

BM3HAYEHUX y MyHKTI 5 po3auty I uporo IlonoxenHs.

[11. 36epiranns Ta Bukopuctanus indopmatii, po3mimenoi y MISP-UA.

1. Indopmanis mono kiGeparak, KiGepiHUMAEHTIB, IHIIMX KiOep3arpo3 Ta
TexHiyHi gaHi mnpo izeHtudikaropu kommpometauii iHGopMaLiHMX CcHCTEM

30epiratotbesi B MISP-UA OescTpokoso.

2. Inpopmauist 3 MISP-UA BHKOPUCTOBY€ETHCS 3 TOAEP/KAHHAM BUMOTI 3aKOHY
Vipaiuu “Ilpo iHdopmauiro” BUKIOYHO i moTped, BU3HaueHux crartsmu 8, 11

3akony Ykpainu “Ilpo ocHOBHI 3acaau 3abesnedeHHs KibepOesnekn YKpaiHu™.

Havaabuuk [lenapraMeHTy KOHTPpPO3BilyBaJbHOI0
3aXMCTY iHTepeciB Aep:kaBHu y cepi
inpopmauiiinoi 6esnexn Cb Ykpainu
Laas BITHOK



MOSICHIOBAJIBHA 3AIUCKA

a0 vakasy Llenrpaabnoro ynpagiians Cayxou 6e3nexku Ykpainu Bia . .2023

Ne “ITpo 3aTBepa:kenns [losioxkennst npo nopsigiok oOMiHy

iHpopMaNi€l0 3 BHKOPHCTAHHAM a1alTOBAHOIO NPOrPAMHOIO0 MPOAYKTY
“Malware Information Sharing Platform and Threat Sharing “Ukrainian
Advantage” (MISP-UA)”

1. MeTa

Metoto BuaaHHs Hakasy LlentpanbHoro ynpasninas CayxOu Oe3neku
Ykpainu “Ilpo 3arBep/uxeHHs [lonoxkeHHst npo nopsiaok oOMiHY iH(popMmaLi€lo 3
BUKOPHUCTAHHSIM aJarnToBaHOro mnporpaMHoro npoaykry “‘Malware Information
Sharing Platform and Threat Sharing ‘“Ukrainian Advantage” (MISP-UA)” €
HOPMAaTUBHO-IIPaBOBE  BperyjlOBaHHA  MOpsAAKY Ta  opradizauii  oOMiHy
iHpopmauiero woao kideparak, KibepiHUMAEHTIB, IHWHUX KiGep3zarpo3 Ta
TEXHIYHUMU JaHUMU Mpo iAeHTUiKaTOpu KommnpomeTauii iHGpopMauiWHUX
cUcTeM MIXK cyO’ektamu, siki Oe3nocepeaHbo 3JIMCHIOIOTH Yy MeKax CBOE€]
KomneTeHlii 3axoau i3 3abe3nevyeHHs kibepOe3nexu.

2. O6rpyHTYBaHHS HEOOXIAHOCTI NPHHHATTS aKTA

Buaanss Haka3zy oOyMOBIIEHO HEOOXIIHICTIO BU3HAUYEHHS MexaHi3My oOMiHy
iHpopmauiero 1wogo kKibepatak, KibOepiHUMAEHTIB, IHIWIKWX Kidep3arpo3 Ta
TeXHIYHUMU JaHUMH 0po iAeHTUdikaTopd koMmrpomertauii iHGopmaliiHux
cucteM Mik cyO’ektamu, sKi Oe3mnocepeqHbO 3AIHCHIOIOTb y MekKax CBOE€T
KoMneTeHUll 3axoau i3 3abe3neueHHs KiOepOe3neku, Ta BperyJlOBaHHS NMUTaHb,
SIKI HE BperyJibOBaHi HOPMAaTUBHO-IIPABOBUMH aKTaMH.

3. OcHOBHI 10JI0KEHHSI AKTA

Haka3om BperyiboBYHOThCS MOPSJIOK Ta OpraHizallis MexaHi3My OOMIiHY
iHpopmauieto wmoao KidepaTtak, KiOepiHUMAEHTIB, IHIIMX Kibep3arpo3 Ta
TeXHIYHUMHM JaHUMM Mpo iAeHTU(dIKaTOpH KommpomeTauii iHPopMauiiHuX
CUCTEM MiIXK cy0’eKTamu, siki Oe3nocepeiHbO 3AIMCHIOIOTH Y MeKax CBOE]
KOMIeTeHUll 3axoau i3 3abe3neueHHs KibepOesneku.

4. IlpaBoBi acnexTH

Haka3z  po3poOienuii 3a JACHOIO IHILIaTUBOIO 3 METOI0

HOPMAaTUBHO-IIPABOBOIO BPEryJIOBaHHS MpoUeAypd OOMiHY iHdOpMALIE IO10



kibepartak, KiGepiHUMAEHTIB, IHIIMX Kibep3arpo3 Ta TEXHIYHHUMH JaHUMHU T1pO
izeHTHIKATOPH KOMMpoMeTalil iHpOpMauifHUX cucTeM Mik cy0’ekTamu, sKi
Ge3nocepeHbO 3AIHCHIOITh Y MeKax CBOET KOMIETEHLIi 3aX0au 13 3abe3neyueHHs
KiGepOesneky Ta BU3HAUEHI YaCTMHOIO YeTBepTOlo cTaTTi 5 3akoHy Ykpainu “Tlpo
OCHOBHI 3acaju 3abesrnieueHHs kiGepOesneku YKpaiHu’: MiHicTepcTBa Ta IHILUI
LeHTpalbHi OpraHM BMKOHABYOi BJaAM; MiClLieBi JepiKaBHI aaMiHICTpallii; OpraHu
MICLIEBOrO CaMOBpSIyBaHHs; MPABOOXOPOHHI, PO3BifyBalbHI i KOHTPPO3BiLYBalbHI
opra, cy6’€KTH OTlepaTHBHO-PO3LIYKOBOT AisuibHOCTI; 36poiini Cunu YKpainu, HL
BilficbkoBi (hopMyBaHHs, YTBOpeHi BiamoBiaHo a0 3akoHy; HauioHanpHuii OaHk
VkpaiHu; ninpuemMcTBa, yCTaHOBH Ta OpraHisallii, BiJlHeCeH1 J10 00’ €KTIB KPUTHUYHOI
iHdpacTpyKTypH; cy6 €KTH TOCIOAAPIOBAHHS, TPOMAnIHM YKpaiHu Ta 00’€IHaHHs
rpoMaisiH, iHII 0cOGH, SKi NPOBaAsTH AisUIbHICTE Ta/ab0 Ha/AIOTh MOC/YTH, OB S3aHi
3 HauioHaabHUMM iH(OpMaLiMHUMH pecypcaMH, iHGOPMALIHHUMH €eKTPOHHUMH
[OCIyraMu, 31iHCHEHHAM eeKTPOHHUX MPABOYMHIB, €IEKTPOHHUMU KOMYHIKaLIsSMH,
3axXMCTOM iH(popMallii Ta KiGep3axXUCTOM.

5. ®iHaHCOBO-eKOHOMiIYHE OOIPYHTYBAHHS

diHaHCOBO-eKOHOMIYHI  pO3paxyHKHM BIUIMBY peajizauii Hakazy Ha
HAIXO/UKEHHS Ta BUTPATH JepKaBHOro Ta/abo MicleBoro OIOKETIB HE HABOJATHCS,
OCKIJIbKHM HOro peaJtizailis He nmoTpedye 104aTKOBOro (hiHaHCYBaHHs 3 IEPKABHOIO 1M
MiCLIEBOTO OFOKETIB.

6. [Mo3uuisi 3aiHTEpecOBAaHHX CTOPIH

Haka3z He cTocyeThbesi MUTaHb (DYHKLIOHYBaHHS MICLIEBOrO CaMOBpsiyBaHHs,
NpaB Ta iHTepeciB TEPUTOPIaJbHUX IPOMAJ, MICLIEBOrO Ta PerioHabHOro PO3BHTKY,
couianbHO-TPY10BOi cepu, MNpaB oci® 3 iHBajiaHicTIO, (YyHKIUIOHYBaHHS Ta
3aCTOCYBAHHS  YKpaiHCbKOi ~ MOBM  sIK  JepikaBHOi, cpepd HayKoBoi  Ta
HAyKOBO-TEXHIUHOT JisILHOCTI, @ TOMy He noTpebye MpoBeleHHs KOHCYIbTaliil i3
3aiHTePeCOBAHUMHU CTOPOHAMH.

7. Ouinka BiaANoBiAHOCTI

Haka3s He cTocyeThes 30608’ a3aHb YKpaiHu y cdepi eBpornelicbKoi iHTerpaii.

Y Hakasi BiACYTHi TIONOXKEHHsS, ILO CTOCYIOThCA INpaB Ta CBOOOZ,

rapaHToBaHMX KOHBEHLI€I0 MPO 3aXMCT MPaB JIOJMHA | OCHOBOMOJIOKHHUX CBOOOI,



BIIMBAIOTH Ha 3a0e3reueHHs PIBHUX MpaB Ta MOKIMBOCTEH JKIHOK i YOIOBIKIB,
MICTSTh PHU3UKM BYMHEHHS KOPYILUIMHUX [PaBONOpYIEHb Ta MPaBONOPYILEHD,
[OB’SI3aHUX 3 KOPYILI€I0; CTBOPIOIOTH [MiACTaBH U1 AMCKPUMIHALIT, CTOCYIOThCS
IHIIMX PU3UKIB Ta 0OMeXKEHb, SIKi MOXKYTh BUHHKHYTH IiJl yac peasiizauil Hakasy.

3rigHo 3 nyHkToM 10 3araibHOrO MOJOXKEHHS MPO IOPHANYHY CIyKOY
MiHicTepcTBa, iHIIOTO OpraHy BHKOHABYOI BIajM, JEPXABHOIO MiANPUEMCTBA,
YCTAHOBY Ta OpraHiszallii, 3aTBepuKeHoro noctaHooto Kabinety MinicTpi Y kpainu
Bim 26.11.2008 Ne 1040, nysktom 14 Tlopsaky MpoBeAeHHs TeHAepHO-NPaBOBOI
eKCIIepTH3M, 3aTBepIKeHOro rmocraHoBow Kabinery MinicTpis Ykpainu Biz
28.11.2018 Ne 977, nynktom 3 TlopsiaKy MpoBeieHHs opraHaMd BUKOHABYOI BiajM
AHTUIMCKPUMIHALIMHOT  eKCHepTH3d  MPOEKTIB  HOPMAaTHUBHO-NMPABOBUX  AKTIB,
3aTBepKeHoro noctanosoto Kabinery MinictpiB Vipainu Big 30.01.2013 Ne 61,
VnpasninasM — npaBoBoro  3abesmeuenHs  CbY  npoBeieHO  IOpHIAMYHY,
reHepHO-MPaBoOBY Ta aHTUAWCKPUMIHALIMHY eKCTepTH3M Haka3sy, 3a pe3y/bTaTaMu
SIKHX BM3HAYEHO, 110 HOPMATHUBHO-NPABOBMH akT po3pobiieHui 3a HEOOXiAHOCTI
[PABOBOTO PeryioBaHHs YNpaBIiHCHKOT AisIbHOCTI Ta B Mexkax noBHoBakeHb CBY,
BianoBigae nonoxenusam KoHcTutyuii Y Kpainu, akraM 3aKOHOJaBCTBa, Y3TOAKY€EThCA
3 HOPMATHBHO-TIPABOBUMM aKTAMH TaKOi camoi FOPHAMYHOI CHIHM, y TOMY YHCIi i3
3apeecTpoBaHUMHU B MiHicTepCTBi HOCTHLIT YKpaiHy, a TAKOXK HE MICTHTb MPaBOBHX
KOJi31H Ta HOPM, 110 MOYYTb CIIPUSITH BYNHEHHIO KOPYILIHHUX [PaBOMNOPYLIEHb; HE
MICTHTB TOJIOKEHb, SIKi He BiJANOBIAalOTh NPUHLMIY 3abe3nevyeHHs PiBHUX NpaB Ta
MOJKJIMBOCTEH JKIHOK Ta 4YOJIOBIKIB; HE MICTHTh MOJOMKEHb, LIO MICTAThH O3HAKM
JUCKpUMIHALIT.

Hakaz wHe mnortpebye NpOBeJEHHS [POMAJACBKOI  IeHAEPHO-TPABOBOI
eKCIepTH3M, a TaKOoXkK TIPOMAACbKUX AHTHKOPYMUIHHOI Ta AHTUIUCKPUMIHALIHHOT
eKCIIepTH3.

Hakaz mnotpeGye mnpoBeneHHs uudpoBoi ekcrnepTusd MiHicTepcTBOM
wipposoi  Tpancdopmauii  YkpaiHM, OCKiIIbKM  BIH  CTOCYETbCS — MUTaHb
indbopMaTu3allii, eneKTPOHHOrO ypsayBaHHS, (OpMyBaHHS 1 BHKOPHCTAHHS

HALOHAILHUX eNeKTPOHHMX iH(OPMALIHHUX PecypciB, PO3BUTKY iH(QOpPMALLIHHOTO



CYCIIIBCTBA, ENEKTPOHHOI JEMOKpartii, HaJaHHs aJMiHiCTpaTMBHMX nocayr abo
LH(PPOBOrO PO3BUTKY.

Haxaz notpeGye noromkenHs 3 MinictepetBoM 1ipoBoi TpaHcdopmarii
Vkpaitu, JlepKaBHOI —peryisTopHow ciayx6oio Ta JlepkaBHOW — ciyKOO0IO
crielianbHOro 3B 513Ky Ta 3aXUCTy iHpopmauii YKpaiHu.

8. [Iporuo3 pesy.abraTiB

Peasnizaliisi Haka3y He MaTHMe BILIMBY HA PUHKOBE CepeloBHILE, 3a0e3reueHHs
3aXHCTy 1paB Ta iHTepeciB Cy0 €KTiB TOCIOZAPIOBAHHS, TPOMAlsSH 1 [EpPiKaBH;
PO3BUTOK PEriOHiB, MiJBUIIEHHS 9H 3HWKEHHS CIPOMOMKHOCTI TEPUTOPIabHUX
FpOMaji; PHMHOK Mpalli, piBeHb 3afHATOCTI HACE]EHHs; TPOMajJChbKe 310pOB’s,
MOKPALIEHHs UM MOTipLIEHHs CTaHy 3/0poB’s HaceleHHs abo HOro OKpeMuX rpyrm;
eKOJIOTI0 Ta HABKOJIMILIHE TIPUPOJIHE CEPEIOBHILE, OOCAT TPUPOIHHX PECYPCiB, PiBeHb
3a6py/AHEHHS aTMOC(EpHOro IMOBITPS, BOJM, 3eMelb, 30Kpema 3a0pyaHeHHs
YyTBOPEHMMH BiJIXOAaMH, iHII CYCHiIbHI BIAHOCHHH.

Haka3 MiCTUTb O3HAKH PEryJsiTOPHOro akTa, a TOMy MoTpedye MOroKeHHs 3
Jlep/KaBHOIO PEryJIiTOPHOIO CllyK0010 Y KpaiHH.

Haka3 103BOIMTb YHOPMYBATH MOPSIOK Ta OpraHisaiiio o0Miny iHpopmaliiero
[po KibepiHINIeHTH MiXk cy6’ eKTaMH, siKi 6e3mocepe/IHbO 31 HCHIOIOTh Y MeKaX CBOEL

KOMIIETEeHIT 3ax0/11 i3 3a0e3neyueHHs KibepOe3neKu.

INosioBa Cuyx0Ou Oe3neku Y KpaiHu Bacuas MAJIIOK

wql® PE€ 2023 poky (ﬁbé
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AHaJIi3 peryJsiTOPHOro BIJIHBY
10 npoekTty Haka3y llenTpasabnoro ynpasiinns Ciay:k0u 6e3nexku YKpainu
“ITpo 3aTBepakenns IoaoxeHnHs Npo nopsiiok oominy indopmauiero 3
BHKOPHCTAHHSIM 2JaNTOBAHOI0 NporpaMuoro npoaykry “Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA)”

I. BusHauenns npod.iemMu

V 3B’3KY 3 HEBINHHHOK aBTOMATH3alli€l0 BUPOOHWYMX 1 YNPaBIiHCHKHX
MpoLeciB 3 BUKOPUCTaHHAM Mepexi “IHrepHer” B YKpaiHi iCTOTHO 3pOC/IH PU3HKHU
YPaKEHHS TEXHOIOMYHMX Ta KOMYHIKaUifHMX CHCTEM IIKUIMBMM MPOrpaMHUM
3a0e3neuennsm. Lo HebOesneky, 110 ChpUuuHse OaratoMinbHOHHI ¢iHaHcoBi Ta
iHQpacTPYKTYpHi 30MTKH, Biauyau Ha cOOi JECATKM YKPATHCHKUX IiNPUEMCTB I1i]]
yac kibeparak Petya/NonPetya, BlackEnergy Toiwuo.

[lizroToBKa peryjisTOpPHOIO aKTa 3yMOBJIeHa HEOOXiAHICTIO  OOMiHY
indopmatlielo 1010 KiGepartak, KiGepiHLMAEHTIB, iHIIKX Kibep3arpo3 Ta TeXHIYHUMH
JaHMMM  [po  igeHTH(]ikatopu Komrpomerauii iH(GOpMaLIHHKUX  CHCTEM 3
BUKOPUCTAHHSIM aJalTOBAHOrO MpOrpamMHOro mpoaykry “Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage” (MISP-UA)”,
pospobaenoro CutyauiiHuM LeHTpom 3abesneyenus kidbepbesneku CbY.

Bu3HayeHHs BIUIMBY:

['pynu (miarpynu), Ha siKi HaKa3 BIIMBAE Tak Hi

['pomajisiuu - +
epkaBa + -

Cy0’exTH 3a0e3neyeHHs Kidepoesneku + -

I1. Llisti gepzkaBHOIO peryjiloBaHHHA

Po3polka 3a3HaueHOro NpoeKTy HOPMATHUBHO-NPABOBOIO aKTd CIIpAMOBaHa Ha
BU3HAYEHHS MOPSAKY 3aiiicHeHHs iHdopmauiiiHoro o6miHy Mix cy0’ekramu
3abe3neyeHHs KidepOesneku, sKi 0Oe3nocepeaHbo 3IIHCHIOIOTb y MekKaxX CBOEL
KOMMeTeHliT 3axoauM i3 3abe3neveHHs KiOepOe3rneku, BH3HAYEHI YaCTHHOIO
yerBeprolo cTarti 5 3akony VYkpainu “Ilpo ocHoBHI 3acaau 3abesneuyeHHs
KibepOe3nekn YKpaiuu .

I11. BusHauenHs Ta OUIHKA AJIbTEPHATHBHUX CMOCOOIB 10CArHEHHS LIl

|. BusHaueHHs albTepHaTHBHUX CNOCOOIB

Bua aJbTepHaTHBH Onuc anbTepHATHBH
BiacyTtHicts YITKOT'O MOPAAKY 371 CHEHHS
. iH(opMaLlIHHOTO 0OMIH MiXK cy0’ekTamu
|. HenpuiiusTTs Bop - Y : Y
. 3a0e3neueHHs KidepOesneku, skl Oe3rocepeiHbo
nakazy L1Y CbY o .
3MIACHIOIOTE Yy  MeXKax  CBOE€] KOMITIETEHII11

3abesneveHHs KibepOesnexku
2. Ilpuiinatrss Hakazy | MOKIMBICT HAa pIBHI HOPMATHBHO-TPABOBOIO aKTa
LY CbY BperyJloBaTM  BiiHOCHHHM y  chepi  oOMmiHy
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Bua ajibTepHATHBH

Onuc ajibTepHATHBH

i1eHTH(IKaTOpH

BUTpAT

indbopmalieto wopo Kibeparak, KiGepiHLHMIEHTIB,
iHIIMX Kibep3arpo3 Ta TeXHIYHMMH [aHMMU TIpoO
KOMIIpOMeTaLlii
cucreM 3 Bukopucranusm MISP-UA. 3asHauenuit
crnoci® Ha JaHui 4ac € ONTUMAIbHUM JUIs JIOCSTHEHHS
MOCTABJIEHUX 1liJie Ta He BMMara€ JJI0AaTKOBHX

iHpopmaLiHHUX

2. OuiHka BUOpaHUX allbTEPHATUBHHX CIIOCODIB 1OCATHEHHS LiiJIeH

Ouinka BIUIMBY Ha cepy iHTepeciB AepKaBH

Buja aabrepHaTHB

Buroau

Burparu

1. HenpuitusaTrs
nakazy LIY CbY

He Bupimye npodlieMHUX

NUuTaHb

BigcyTHi  MOMKJIHBOCTI
Ha PiBHI HOPMAaTHBHO-
MpaBoOBOro aKrta
BperyJIoBaTH
BIJIHOCHHH 1010
3/1iHCHEHHS
iH(opMaLliifHOro
0OMiHy, U0 BUHHMKAKOTh
y Tpoueci 3adydyeHHs
cy0’ekTiB 3a0e3nedyeHHs
Ki0epOesnekH, SIKI
0e3nocepeIHbO
3IMCHIOIOTh Yy MexKax
CBO€1 KOMTIeTEeHLLIT
3aX0/14 13 3a0e3reyeHHs
KibepOe3neKku

2. [1puitHATTS HaKa3y
[y CbY

MOKIUBICTh Ha piBHI
HOPMaTHBHO-TIPABOBOIO  aKTa
BpEryJIloBaTH BIJIHOCHHH,
30KpemMa MOopsiAoK 3A1HCHEeHHS

iHpopmaLiiHOro oOMiHy, IO
BUHUKAIOTh y rnpoteci
3aJy4eHHs Cy0’€KTIB
3abe3neyeHHs KibepOesnekH,
SIK1 Oe3nocepeHbO
3IMCHIOIOTh Y MeXax CBOEL
KOMIIETeHLIl  3axoau i3

3a0e3neveHHs Ki0epOe3neku

Y TpUMaHHs CUCTEMH
“MISP-UA” Oyne
31IMCHIOBATHCS B MeXax
OO 1KETHUX KOILITIB
CbY. Burtparu  Ha
BUKOHAHHS
3aI/IaHOBAHOT O
peryitoBaHus  OyayTb
3/1ICHIOBATHCS B MEXKax
OIOJUKETHUX KOLLITIB,
BU/1IJIEHUX Ha
¢inancyBanHs CbY, Ta
CKJIaAyThb pO3paxyHKOBO
117,78 rpu 3a | pik
(po3paxyHKH BUTpAT
HaBe/IeHI B 101aTKy 4)




Ouinka BnauBY Ha cdepy iHTepeciB cy0'€KTiB rocnogapoBaHHs

IMokazuuk

Beauki

Cepeani

Mauai Mikpo Pazom

KinbkicTh cy0’€eKTIB
roCroJIaplOBaHHs — BIIACHHUKIB
00 eKTIB cepBicy ado
IHKeHEepHUX KOMYHIKaliid T1a
MEpesXK. WO TMIANauawTb i
JU10 peryIroBaHHs, OJUHHIIb

[Tutoma  Bara rpymu y
3arajibHiil KIJIbKOCTI, BIJICOTKIB

OcKinbKM KiIBKICTh CYO’€KTIB TrOCHOJAPIOBAHHS, 110 BHSBIATh OaXaHHs
MiAKIFOYUTUCSA 10 CUCTEMH Ha JAHOMY eTalli, BCTAHOBUTH HEMOKJIMBO, PO3paXyHKH

BUTpAT 3ilCHEHI
NiANPUEMHHULITBA.

Ha OJIHOrO YMOBHOro cy0’€éKTa rocCro/apioBaHHs Majoro

Ouinka BIIKHBY Ha cepy iHTepeciB ¢y0 €KTIB rocnoaapoBaHHs

Bua ajibTepHaTHBH Buroau Butpartn

|. HenpuitHsTTs BiacyTHi BincyTtus MOJKJIUBICTh

Hakazy L1Y CbY BCTAHOBJICHHS YITKOTO
NOPSAKY 31ACHEHHS
inpopmaliiHOro oOMiHY MikK
cy0’exTamu 3a0e3nedeHHs
KibepOe3neKkH, K1

OesrnocepeIHbO 3AIHCHIOOTH Y
MeXax  CBO€l  KOMMETeHLi
3aX0/M, BH3HAYEHI YaCTUHOIO
4eTBEPTOO CTaTTi 5 3aKoHy
Vkpainu “[Ipo ocHOBHI 3acanu

3a0e3neueHHs KibepOe3neku
Ykpainu”
2. [puiinsTTs Hakasy | BctranoBnenHs nopsiaky | s cy0’€KTIB
LY CbY 31HCHEHHS rocroaaproBaHHs, ki BUSBHIIN
iHpopMaLiiiHOro OakaHHs ~ JOJYyYMTHCH [0
oOminy Mix cy6’exramu | cuctemu “MISP-UA”, ButpaTu
3abe3neyeHHs Ha aBTOPH3allilo Ta peecTpalito
KibepOe3nexHu, sKi | Ha o¢iuiliHOMY CalTi CHCTEMHM
Oe3nocepeHbO “MISP-UA” PO3paxyHKOBO
3MIMCHIOITh Yy MeXax | CKJIaayTh 78,52 rpH
CBOET KOMIIETeHLT | 0ZIHOPa30BO (3rigHO 3
3axX0lH 13 3a0e3medyeHHs | 104aTKOM 4 10 MeTOIHKH ).
KibepOe3nekH, OtpumaHHs Ta OOMIH
BU3HAUEHI  YaCTHHOWO | iH(OpMaLli€e B CHCTeMl
yerBeproo  crarti S| “MISP-UA” Oyne
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Bua asbrepHaTHBH Buroau [ Burparu
3akony Ykpainu “Tlpo | 3aiiicHioBaTHCS Ha
OCHOBHI 3acajau | Oe30rIaTHIi OCHOBI.
3a0e3neyeHHs
KibepOe3neku YKpainu”

Ouinka BIUIMBY Ha cdepy iHTepeciB rpoMaisiH

[IpoeKT peryjisTOpPHOro aKTa He Mae MpSAMOro BIUIMBY Ha cdepy iHTepecis
rpoMajisiH.

IV. Bubip Haiifiibl ONTHMAJBLHOIO AJALTEPHATHBHOIO CNOCO0Y AOCATHEHHS
uinei

| PefiTHHT Buroau (mizcymok) | Burparu OO6rpyHTYBaHHS
pe3yJIbTATHBHOCTI (nigAcyMoOK) BiANOBIAHOTO
micus
AJILTEPHATHBH Y
peHTHHIY
AabtepHatuBa 1 | JlepxkaBa: HdepxaBa: [IponoBxeHHs
BIZICYTHS ICHYyBaHHS
BIJICYTHI MOXJIUBICTb npobaemu
BCTAHOBUTH
MOPsA0K
3A1HCHEHHS
iHdopmaltiitHoro
00MiHY MiX
cyb’exTamu
3a0e3re4eHHs
Kibepbesrneku, sKi
Oe3nocepenHbo
31HCHIOIOTH y
MeKax CBOET

KOMIETEHII1T 3aX0au
i3 3abe3rneyeHHs
Ki0epOe3neKH,
BU3HAUYEHI
YACTUHOIO
4eTBEPTOI0 CTATTI 3
'- 3aKoHy Vkpainu

“ITpo OCHOBHI
3acaau
3a0e3rneyeHHs

KibepOesnexu
Ykpainu”




I'pomajasinu: I'pomajsinu:
BIACYTHSI BUTPATH KOLUTIB Ha
BIJIHOBJIEHHS
KOMIT FOTE€pHOT
TeXHIKH Ta ;
MOJOJNAHHs  IHIIMX |
HACIIIJIKIB, ‘
[IOB ' s3aHUX 13 .
Kibeparakamu !
Cy6'exTn Cy6'exTH ‘
rocnoaapOBaHHA: | FOCNOJAPIOBAHHA: '
BI/ICYTHI BIZICYTHs
MOXJIUBICTb
O0OMIiHY
IH(pOpMaLIE 111010
KibepaTak, |
KiOepiHUMIACHTIB, |
THLIUX Kiﬁep'sarpoa']
Ta TeXHIYHUMHU
JAaHUMH npo
ineHTUdiKaropu
KOMMpoMeTallii
iH(opMaLiHHUX
| cCHCTEM 3
; BUKOPUCTAHHSM
|
AuabrepHaruBa 2 | /lep:xkaBa: HepxaBa: JlocsirHeHHs
BIJICYTHSI BIZICYTHI uineit
MOXJIMBICTh N1epKABHOTO
BCTAHOBHTH MOPAZOK pEry/iOBaHHs Ta
3IACHEHHS :
iH(popmaLiiHOTro BHPIHLICHTA
0OMiHy MiXK IR0
cy0’exTamu npobsemu
3a0e3rnevyeHHs
kibepOesneku, SIKI
Oe3rnocepesHbO
3[ILACHIOIOTh Y MexkKax
CBOET  KOMIETEeHLT
3aX0/1H 13
3a0e3mneveHHs

KibepOe3neku,
BH3HAYE€Hl 4aCTUHOIO
4eTBEPTOIO CTATTI 5
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3aKoHy VYkpainu
“ITpo ocHOBHI 3acajau
3a0e3re4yeHHs
KibepOe3neku
Ykpainu”

I'pomansinu:
BHUTPaTH KOLITIB Ha

BIJIHOBJIEHHS

KOMIT FOTEPHOT
TEXHIKM Ta IHIIMX
HaCJIJIKIB,

OB’ sI3aHUX i3
KibepaTakamu

Cy0’exTH
rocnoJapoBaHHs:
BIJICYTHS

MOM/IMBICTb OOMIHY

Kibepartax,
KiOepiHLH/IeHTIB,

Ta TeXHIYHUMH
JaHUMHU npo
i1eHTUdiKaTopH
KOMITpoMeTaLlii
iHpopmaLiHHIX
CUCTEM 3
BHKOPUCTAHHSM

iHhopMaLli€l0 100 |

iHIIMX  Kibep3arpos

I'pomansinu:
BIJICYTHI

Cy6’exTH
rocrnoJapoBaHHs:
BiJICYTHI

PeiliTHHT pe3yJbTaTHBHOCTI
(nocsirHeHHst wijieH mia yac
BHpiLIeHHS NPobJeMH)

pe3yJbTaTHBHOCTI (32
4OTHPHOAIBHOIO
CHCTEMOI0 OUIHKH)

ban A
KomenTapi moao

NPHCBOCHHSA
BIAMOBIAHOIO 0aJia

1. Henpwuiinsitts nakasy CbY

[TpoGrema

1 ;
MpPOOBXKHUTH ICHYBAaTH

2. [Npuitasrtrs Hakasy CbY

[Tpu [PUIAHSTTI
peryJisTOPHOro  akra
OCHOBHI wial OyayThb
JIOCSTHYTI




HeraTMBHMX pe3y/bTaTiB Bijl IPUHHATTS PETYISATOPHOrO aKTa He OYIKY€EThCS,
V. MexaHi3M Ta 3aX01H, siki 3a0e3ne4ars po3B’si3aHHA BH3HAUEHOI NPol/ieMu

JUisi po3B’si3aHHs BU3HAYEHOI MPOGIEMH MPONOHYETHCA MeXaHI3M, SKHH
CIIpSIMOBAHMIi Ha 3armpoBaKEeHHs NMOPSAKY oOMiHy iH(pOpMaLi€ro 3 BUKOPUCTAHHAM
MISP-UA wmix cy6’exkramu 3abesneueHHs KibepOesmeku 110710 Kibeparak,
KiGepiHLMAeHTIB, iHIWMX KiGep3arpo3, TeXHIYHWMH AaHHMH MpO iIeHTH(IKATOPH
KoMIipomeTalii iHpopMaLiiiHUX CHCTEM.

Jlns  cy6’extiB  3abe3meueHHs KibepOesneku, sKi BHSIBHIH Oa)kaHHSs
3zilicHIOBaTH 0OMiH iH(popMaliero 3 Bukopuctanism MISP-UA, HeoOXinHO:

O3HAMOMHUTHUCS 3 MOJIOKEHHAMMU ITPOEKTY PEryJISTOPHOTO aKTa;

nosigomutu JIKIB CB Ykpainu npo Hamip 3ailicHroBaTi 006MiH iH(opMaLi€o 3
BukopucranHsM MISP-UA Ta HanpaBUTH BiANOBiAHY 3a4BKYy Ha MIAKIIOYCHHS, AKa
posmilleHa Ha odiuiiiHomy pecypei CiyxOu Oesnexu Y KpaiHu.

Kopucrysatuns MISP-UA 3xilicHioeTbes Ha Ge30M1aTHIN OCHOBI.

VI. QOuinka BHKOHAHHSI BAMOT PeryJsiTOpHOIo aKTa 3a/Ie;KHO BiJ pecypciB,
SIKHMH PO3NOPS/IKAIOTHCH OPraHH BUKOHABYOT BJIaJIH YH OPraHH MiCLEeBOIo
caMoBpsiAyBaHHs, Qi3MUHI TA IOPHAHYHI 0cOOH, AIKI MOBHHHI IPOBA/KYBATH

200 BHKOHYBATH Ili BUMOTI'H

JlepkaBHe pery/loBaHHs He nepeadadae yYTBOPEHHS HOBOIO JEpiKaBHOTO
opraHy abo HOBOTO CTPYKTYPHOTO MiZAPO3/ily Ai04Oro Opraty.

[IpUiHATTS 3aNpONOHOBAHOIO IPOEKTYy aKTa CIpUATHME  3[IHCHEHHIO
ingopmalliiinoro o6miny Mik cy®’ekramu 3abesrnedenHHs KibepOesnexH, SIKI
Ge3nocepeHbO 3IHCHIOITh Y MeKax CBOET KOMMeTeHLIl 3aXoau 13 3abe3rneveHHs
KiGepOesreky, BH3HAYeHi 4acTMHOIO 4eTBepTol craTTi 5 3axoHy VYkpainu “TIpo
OCHOBHI 3acaju 3a0e3nedenns KibepOe3neku YKpainu' .

Butpati cy6’ekTiB, sKi 0e3nocepesHbO 3IIMCHIOTL Yy MeKax CBOEi
KOMIIETeHLT 3axoaM 13 3abe3nedeHHs KiOepOesnekd HA BHKOHAHHA BUMOT
peryjioBaHHs, HaBeleHi y noaarky 4 10 MeToaHMKH MpoBeACHHs aHamizy BIUIUBY
PEryasTOpPHOTro aKTa (OCKIIBKM KiIbKiCTh Cy0’€KTiB roCnoapioBatHs, sKi BUABIATS
GakaHHs TAKITIOYMTUCS 10 CUCTEMH, Ha JaHOMY eTari BCTAHOBMTH HEMOXKIIMBO,
pO3paxyHKH BHTpaT 3iiliCHEHI Ha OJHOrO YMOBHOIO Cy0’€KTa rocrojaaproBaHHs
MaJjioro MinpueMHHULITBA).

TIpUilHATTS Ta ONMPUIIIOAHEHHsS aKTa B YCTAHOBJIEGHOMY MOPAIKY 3a0e3nednTh
JIOBeIeHHs HWoro a0 BigoMa cy0’ekTiB 3abesreueHHs KiGepOesnekd. Bumord
PeryIsToOpHOro akTa € 00OB’3KOBHUMH JUIsi BUKOHaHHs Cy0'€KTamy 3abes3nedyeHHs
KiGepbesneku, ki Ge3nocepeHbo 3MiHCHIOITL Yy MEXKaX CBOEI KOMIIETEHLIT 3aX01u
i3 3ab6e3neuenns Kidepbesnexku Ta BukopuctoByoTh MISP-UA.

[IpUiHATTS NPOEKTY aKTa He MNpHU3BeAe 10 HeOodiKyBaHMX pe3yJbTaTiB i He
notpebyBaTHMe J10AATKOBUX BUTPAT 3 JIEPKABHOIO OHODKETY.
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MoskanBa LIKOAA B pa3i ouiKyBaHMX Hac/iAKiB Ai akTa He NporHo3yerbest. 1o
30BHILIHIX YMHHMKIB, AKi MOTEHIIHO MOXKYThb BIUIMBAaTH Ha ik0 3alpONOHOBAHOIO
PEryJsTOPHOIO aKkTa, MOYKHA BiJHECTH 3MiHU B 3aKOHO/1aBUMX aKTaX YKpaiHH.
Harasin 3a Joaep:KaHHSM BHMOI 11bOro akrta 3ailicHioBaTumeTbes Ciiyx0010
Oe3nekn YKpaiHu.

VII. O6rpyHTYBaHHS 3aNPONIOHOBAHOIO CTPOKY /il pery/JisiTOpHOro aKTa

Crpok aii Hakasy LlentpanbHoro ynpasninus Ciyxou 6e3neku Ykpainu “TIpo
3aTBep/uKeHHs [1o0KeHHs PO MOpsSiA0K oOMiHYy iH(OpMaLi€io 3 BUKOPHUCTAHHAM
a7anToOBAaHOro MporpaMHoro npoaykry “Malware Information Sharing Platform and
Threat Sharing “Ukrainian Advantage” (MISP-UA)” He BCTaHOBIIOETBCS, OCKLUIBKH
/Oro 3acToCyBaHHs NPONOHYETHCS 3/1IHCHIOBATH Ha MOCTINHIH OCHOBI.

Bin Moxke OyTM 3MiHeHMii y pasi BHECEHHS BIAMOBIAHMX 3MIH JIO
3aKOHO/1aBCTBA.

CTpok HaOpaHHs YMHHOCTI PEryIsSTOPHUM aKTOM BiANOBIAHO 10 3aKOHOIABCTBA
— 3 JIHs Moro ogiliiiHOro ony01iKyBaHHS.

VIII. BusHauyeHHsI IOKA3HHUKIB pPe3y.bTATHBHOCTI Ail pery/ISTOPHOro aKTa

OCHOBHI OKa3HUKK PEe3yJIbTATUBHOCTI il PeryJsTOPHOIO aKTa:

PO3MIp HaIXOMKCHb JIO IEPKABHOrO Ta MiCLEBHUX OIOMKETIB 1 JepKaBHUX
HiTbOBUX (DOHIIB, MOB’A3aHUX 3 AI€I0 AKTa, HE 3MIHUTLCH,

KinbKicTh Cy0’€KTiB rocrojaptoBanHst Tta/abo ¢isuuHux ocib, Ha SKUX
MOLIMPIOBATUMETHCS [1isl AKTa;

pO3Mip KOWTIB 1 KiIbKICTH 4Yacy, IIO BHTPAYaTUMYTbCs CyO’eKTaMu
rocriojiapioBatHsi Ta/ado (Gi3MUHUMHU 0CO0aMH, MOB’I3aHKUMH 3 BUKOHAHHAM BUMOT
aKTa;

piBeHb MOiH(OPMOBAHOCTI cy6 €KTiB rocroapoBatHs Ta/abo ¢izuuHux ocid 3
OCHOBHMX I0JIOKEHb aKTa — BUCOKHH.

[TpoeKT pery/sTOpHOro akTa po3milleHuil Ha odiuilinomy pebcaiti Ciyxou

JlonaTKOBI MOKA3HUKK:

KIJIbKICTh CYO’€KTIB rOCMoOJaploBaHHA, SKWM HaJaHWH JOCTYyN 10 CHUCTEMH
“MISP-UA™;

KiIbKiCTb CY0 €KTiB rOCIO/IApIOBAHHS, SKMM NPUITMHEHUH J0CTYN y CHCTEMI
“MISP-UA” BHac/i10K MopylieHb HAMH YMOB Oe3rneku (KOpUCTYBaHHS );

KiJIbKICTh CKapr/3BepHeHb Bijl Cy0 €KTIiB roCroaploBaHHsl, OB A3aHUX i3 A1€10
aKTa;

KilbKicTh cyO’exTiB  3a0e3neueHHs KiOepOesmeku, sKi —0Oe3nocepeaHbo
3ICHIOITh Y Mekax CBOEI KOMIIETEHLIT 3ax0/H i3 3a0e3neuyenns kibepOesnexku 3
BHKOPMCTAHHAM aJanTOBAaHOTO MporpaMHoro mpoiaykry “Malware Information
Sharing Platform and Threat Sharing “Ukrainian Advantage™ (MISP-UA);
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IX. BuzHauyenus 3axojiB, 3a AONOMOI0I0 AKHX 3/1IHCHIOBATHMETHCH
BiICTE/KEHHS Pe3y/IbTATHBHOCTI il pery/iaTOpHOro aKkTa

CTOCOBHO peryisTopHOro akra Oyne 3ailicHioBaTHcsi 0a3oBe, MOBTOPHE Ta
nepioaMuHe BifCTe)KeHHS HOro pe3yJNbTaTMBHOCTI y CTPOKM, YCTaHOBIEHI
crarreto 10 3akony Ykpainum “Ilpo 3acagu aepkaBHOI peryjisiTOpHOi MOJITHKH Y
cdepi rocroaapcbKoi AiabHOCTI” .

baszoBe BifCTekKEHHS pe3y/IbTATUBHOCTI PEryasiTOPHOrO akTa Oyze 3aiHCHEHO
yepe3 | pik micas HaGpaHHs HMM YMHHOCTI ILIISXOM aHalizy Ta [MiJpaxyHKy
CTaTUCTUYHUX JaHUX.

[ToBTOpHE BiAcTekeHHs Oyae 3AiMCHIOBAaTHCS 4epe3 2 POKH Micis HabpaHHs
YUHHHOCTI L[MM PEryJsSTOPHHM aKTOM, MiJ 4ac SIKOro MPOBOAUTHUMETHCS MOHITOPHHIT
iH(opmMallii o0 KiIbKOCTI 3apeecTpoBaHux kopucTysadis MISP-UA.

Y pesyabTati NOBTOPHOIO BifICTeXKEHHs BiAOYAeThCS MOPIBHAHHS MOKa3HUKIB
0a30BOr0 Ta MOBTOPHOTO BIJICTEKEHHS.

Bux aaHuX, 3a  JONOMOrOK  SIKUX  3/1MCHIOBATUMETbCS — BIACTEKEHHS
pe3yIbTaTUBHOCTI, — CTATUCTHYHI.

LlinboBi rpynu, siki OyayTh 3ajiydyaTHCs Ul MPOBEJACHHS BIJACTEXKEHHS, —
Cnyx6a Gesnekn Ykpaiuu Ta 1i perioHanbHi opraHu, cy0’€KTH 3abe3neveHHs
KiGepOesnexw, siki Oe3nocepeaHbo kopuctyroThes MISP-UA.

Bacuas MAJIFOK

12 O¢E 2023 poky
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Jlojarok 4
JI0 MCTOJIMKM LIPOBEICHHS aHaIli3y BILTUBY
PCryJISTOPHOIO aKTa

TECT
masoro nmpuevunmnrsa (M-Tecer)

1. Komcynpranii 3 npejcraBUMKamMH MIKpO- Td Majioro HiJIIIPHCMHMITBA OO0 OIUHKH
BILJIMBY PETYJIIOBAHHSI

Koncyspranii mojo Bu3HayCHHs BIUIMBY 3alIPOIIOHOBAHOIO PEryJIOBaHHSA HA Cy0’eKTiB
MaJioro IMiANPUEMHHUITBA Ta BHU3HAUCHHS JICTAJILIOIO ICPCIHiKy IPONEAYP, BHKOHAHHS SKHX
HEOOXI/IHO JUTs 3/IHCHEHHS PEryJTIOBALIIs, PO3POOHHKOM HE HPOBOJIMIIMCA Y 3B S3KY 3 BiJICY THICTIO
3BEPHEHD BIJT CY0’ €KTIB I'OCIOIaPIOBAIIHSL.

— _ : ey e
[MopsiaxkoBuii . Buj kouncyabramii (myouaivni koucyasranii | Kigbkicrs OcHoBHi

HOMED npsami (Kpyrun eroJmm, napajm, poboui YYACHHKIB | pe3yJbTarH
3yeTpivi TOImO), iIHTepHET-KONCY b ramii KOHCYJIbTallii, | KOHCY.JIbTAIH |
npsami (inrepuer-gopymu, comiaanii Mepexi | ocid i (ommc)

! TONLO), 3aNHTH (10 HLUIPHEMILIB, CKCHEPTIB, | i ‘
. |
HAYKOBILIIB TOHI0)

pesyiibraraMi I'poMaJICHLKOI0 OGL‘UHOPCHIIH

- was | |
1 [Tpono3uiiii Ta 3ayBakest 10 HPOCKTY aKTa 3a ‘ He BH3naueno | ‘
| Oy/lyTh PO3IISIHYTI y pasi IX HaJX0)UKeIiIis '

— .

2. BumiproBanus BILUIMBY peryinosaiiisi na cy® ckriB Majioro mijiipueMHUITBa (Mikpo- Ta
MaJi):

KUIBKICTH  Cy0’€KTiB  Majoro UUIPHCMIMIITBA — OCKIILKM  KijbKicTh ¢y exriB
FOCIO/IAPIOBAHHSA, AKI BHABISATL Oaxallls I1JIKIOYMTHCS JIO CHCTEMH, Ha JIaHOMY eTarli
BCTAHOBHTH HEMOXJIMBO, DO3PAXyHKH BHIPAl 3/{HCHCHI HA OJHOr0 yMOBHOIO ¢y6’ekra
roCI10/[@pIOBAHHS MaJIOTO i/ IIIPHCMHHITTBA.

3. Pospaxynok BuTpar cy0'ekriB  Majioro HUIPUEMHHIITBA HAa BHKOHAHHS BHUMOI'
peryioBaHHs

Iopsiyikosuii | HaliMenysanus oninku Y ucpumii pix [lepiojyni Burparu 3a
| % 5 - .
HOMED ' (craprosuif pik | (3@ HacTYIHUH | 11'9TH POKIB
, BIPOBA/UKCHHS | piK), I'pH
i

| | peryinoBantis) ‘
| el

Ominka “npsMux’ BUTpar cy0'cKTiB MaJIOI0 111 IIPHCMHHUIITBA HA BUKOHAHHS PEIYJIIOBAHHS

' oO:ajiHanus (pHCTPOIB,

| 1 [Tpuybanns HeoOXiju1010 - T - -

MalluH, MeXaHi3MiB)
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2 IIporne/typu nosipku ta/ado - - -
[IOCTAHOBKM HA BIILIOBI[HMI
O0JIIK Y BH3HAUCHOMY Oplaiii
JICP’KaBHOT BJIQJM UM MiCIICBOIO
CaMOBPSIly BaHHs

3 [Ipouexypu exciuryaranii - - -
obnajnanss (exciuryarainmi
BHUTpPATH - BUTPATHI Marcpialin)

4 IIponestypu obeimyrony sanis - - .
obrajianst (TexHiumne i
00cIIyroBy BaHHs)

5 [amm npore/typu (YTO4HNTH): -

6 Pasom (cyma psijikin 14243+4), 0 0 ' 0
TpH

7. | Kuiekicre cy6'exrin

| TOCTIOJTAPIOBAHS, IO TIOBHIN |

BUKOHATH BUMOT'H PCI'YJIOBANIIS |
B YACTHHI OTPHMAIIIs JO3BOIIB,
| OZTHHHILD '

8 Cymapno (psij1ok 6 X psijtok 7), 0 0 | 0 -
I'pUBEHb

Ouninka BaprocTi aMiHICTPATHBHUX HPOIE/LYP ¢y0'CKTIB MaJIOT0 HANPHCMHHITBA M10/10
BHKOHAaAHHH pCI'y.JlIOBEIIIIIH Ta ZBiTyBaHHH

9 [Tponiestypn oTpumanis I rojt. x 39,26* | 0 39, 26
nepBuUHHOT iH(popMari 1po Crpno 39,26 rpH |
BUMOTH PeryJIIOBaHIIs '

10 IIpoueypu oprauizaiii ! 1 roj1. x 39,26 0 39,26
BUKOHAHHS BUMOI PCI'yIIOBAHIIS ‘ pn - 39,26 1pu
(aBropu3artis Ta peccrpartis na

caiTi, HAlpaBJICHIs 3asBKU 1IPO
IIPHEIHAHNS JI0 CHCTCMHU TOINO) |

14 [pouestypu ohiriiioro - - -
3BITYBAHHSA
12 [Ipouerypu 110/10 3ade3iieucHiis - - -

IpoIecy NepeBipoK

13 [H1mi npore/typu (yTo4nnTu) X X X

14 . Pazom, rpusens 78.52 - 39, 26
(cyma psiixiB 9+10+11+12113a)
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Kinpkicts ¢y’ exris Majioro
HITPUCMHHMIITRA, 1110 HOBUITII
BHKOHaTH BUMOI'H PCTYHOBAITTIA
B YaCTHHI OTPUMAHHS JIO3BOJIB
Ha BJIANITYBAHHS 3ai3)1y/BUI3)LY
Ta 1CPEX1IHO-IIBH/[KICHNX CMYI'
J10 007 €KTa JIOPOKHLOI'O
CepBICY, OJIMHHUILD

|
[bo

16

Cymapio, rpuBens
(psanok 14 x psjok 15)

78,52

78, 52

*Biamosijano 10 3akony Ykpainu 1po Jlepxasiuii biojuker Ypainm na 2022 pik miniManbaa
oruiara npaii 3a 1 roguny ckiajac 39, 26 rpi.

BIO/UKETHI BUTPATH
HA a/IMIHICTPYBaHHA peryJnoBanns Juist ¢y0'ckTiB MaJIoro i MiKpouimpueMuunTBa

Po3paxyHoK BUTpaT Ha aJMIlICTPyBaliiis PCI'YNOBAHHS 3/(IHCHIOCTHES OKPEMO JUISL KOKHOI'O
BIJIIOBIIHOTO Oprany JICpyKaBHOI BIa/(M Y1 OPraily MIiCICBOIO CAMOBPSLYyBaHHS, 10 3aJy4CHHH JI0

ITPOIIECY pEryJIlOBaAHHA.

JepxaBunii opram, UIsi IKOT0 3/1iHCHIOCTLCH PO3PAXYHOK A/(MIHICTPYBAHHS PEry/II0BANHS:

Hponeaypa

| pery/moBanus cyo'exrin
' MaJjIoro

| HANPHECMHHUIITBA

| (po3paxyHoK Ha 0IHOIO
THIIOBOIO cy0'eKTa
rocno apoBanus
MaJ10ro
HIIPHEMHNIITBA — 32
norpedbn okpemMo s
cy0’eKkTiB MaJioro Ta

1. O6unik cyd’ekra
rOCHO/IApIOBAHHSL, 1110
‘nepebygac y chepi

| PCTyITIOBAHHS!

3a cy0’exroM
rocl1o/laproBanus, 110
nepelysae y cepi
peryJIrOBaHHs, Y TOMY
GUCIIL:

KamepasbHi

BHI3HI

2. Iloroynmit KOHTPOJIL

Curyxha Oc3iiekn Ykpainu

ILianosi | Bapricte uacy

MIKPONINPHECMHUITTBA)

BHTPATH | CHIBPOOITHHEK
yacy na | a opramy
HPOIC/LY  JICPARABIOT
py, TOJI.  BJIA/IN
B/ UHTOBLLITOT
Kareropii
(3apobirna
miara), 1pu
i
] | 39, 26
|
|
— - !
1 | 39, 26
i
1 39, 26

Ouninka Oninka
KIILKOCTI | KiIbKOCTI
uponejyp  cyd'exris,
3a piK, mo | mo
HPHIAAI0T 11NA/a10ThH
L Ha 0)IHOT0 1L JIi10
cyb'ekra  npoueaypu
pery/ioBaH
Hst
1 1
1 1
I 1

Burparu na
a/IMiHicTpYBa
HHS
peryJIloBaHHsA
* (3a pik),
I'PHBCHB

39,26

39,26

39, 26
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3. Ilixroroska, - - - - =
3aTBEPPKCHHS Ta
OlIpAIlOBAHHS OJIHOTO
OKpEMOro aKra Ipo
HOPYIICHHS BUMOT
peryJIoBaHHs

4. Peauizariist 0j{HOTO 1 39, 26 1 1 39,26
OKPEMOI'0 PIICHHS 1I10J10
IIOPYILUEHHS BUMOT '
peryIoBaHHs
(IpUIIMHEHHS JTIOCTYIY
JI0 CHCTEMH)

5. OckapKeHHst OJTHOTO | - - " x &
OKPEMOI0 pilIcHHS
cy0’ekramu
rOCI0/[ApIOBAHHS

6. IliroroBka 3BiTHOCTI - a a " B
'3a pe3ylbTaraMu
peryJioBaHHs .

7. Inmmi agminicTparuBHi - - . - - ' -
IPOIE/ypH (YTOUHHUTH) i

Pazom 3a pik 3 39,26 |1 1| 17,78

:CyMapHo 3a 1'SITh POKIB 3 39, 26 1 1 [' 221 ?0

S ; |
Bapricth BUTpar, NOB'S3aHAX 3 aJMIHICTPYBAHHSAM IIPOLIECY PETYIIOBAHHS JICPKABHUMH

OpraHamy, BHU3HAYa€ThCH NUIXOM MHOMXKEHHS (DAKTHMHHMX BHTPAT 4acy I[ICPCOHANY Ha 3apobiTHy

*

mary cueniajicra BiAIOBLAHOT KBanidikaiil Ta Ha KUIbKiCTh ¢y6'eKTiB, 10 HiAIANAIOTEL 1T IO
IIPOLE/TYyPH PETYIIFOBAHHS, Ta Ha KUIBKICTD IPOLELYP 3a PiK.

JlepkaBHe peryioBaHHS He Ilepejdadac yTBOPECHHS HOBOIO JICPIKaBHOIO oprany (ado
HOBOI'O CTPYKTYPHOIO HiJPO3JILTY JHIOYUX OPraHiB).

4. POBpﬁXYIIOI{ CYMapHHX BATpaT CY6'€KFiB MaJioro IIiJ[l‘IpHGMI-IHII'l‘Ba,. HI0 BHHUKaIOTL Ha
BHKOHAHHSA BUMOI' PEI'Y/IIOBAHHA

IopsakoBuii Hokaszuuk - Hepmmii pik | 3a n'sa1b poKis |
HOMEp peryJiioBanus
(cTaproBmii)
1 Omninka “npsaMux’ BUTpaT cy0’€KTIB MasIoro 0 0
I IIPUEMHUIITBA HA BUKOHAHHS PEryJIOBaHHsA B

YaCTHHI OTPUMAHHS /I03BOJIIB

1 Oninka “npsMux’” BHTpaT ¢y0d €KTIB Majoro , 0 0
ITITPUEMHMIITBA HAa BUKOHAHHS PEIYJIOBAHHS | |
|
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2 Ouinka BapToCTi ajMIHICTPATHBHUX IIPOLEILY]D 78,52 18,52
Jus cy0 eKTiB MaJIoro IiIIPHEMHUIITBA 1010
BUKOHAHHS PEryJIIOBaHHS

3 Cymapni BUTparu Majoro IiJUIPHEMHHUITBA Ha 18,52 78,52
BUKOHAHHA 3aIUIAHOBAHOIO PEIy/IIOBaHs ;

4 BrojukeTni  BUTpaTH Ha  QJMIHICTpYBaHHS 117,78 221,70
peryIroBaHHs cy0D exTiB MaJioro

l'IiI[HpI—‘IGMHHHTBEl

5 Cymapsi BUTpaTH Ha BUKOHAHHS 3aIJIaHOBAHOIO 196, 30 300, 22

PETYIIOBaHHA [

5. Po3poOnienns KOpHIylodux (I1OM’SKIIyBAJIBHAX) 3aXO/iB JUIS MAJIOrO IiIIPHEMHUIITBA
11[0/10 3aIIPOIIOHOBAHOIO PEryJIIOBAHHS He IepeidadyeHo.



